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CELLULAR NETWORK TEST
PRODUCT PORTFOLIO

RAN,CORE,IMS test in the lab at scale

« Used before and after service rollout

« Automatable for continuous regressions
» Validate scale and performance

« Wrap-around or end-to-end

XGS-12HS/SD XAir2 PerfectStorm

Modular, highly scalable, high performance

Available as SW-only as well (VE)

GUI driven test configuration
Stateful traffic

6GHz Radio Head

IxLoad"13
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PORTABLE APPLIANCES

RS232 s LAN B
‘ usB
.~ -

Sflicflsad  lpodlaadlaiilscdl

IXld

]J - 5‘
% PerfectStorm ONE

PerfectStorm ONE 8 ports SFP+ L4-7

1,10,40,100G ports with fan-out technology

Same performance equal to separate load module

Flexible HW licensing, can start from 2 ports with future field upgrades
Can run ixLoad and Breakingpoint SW for wireless and security testing in

same platform
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VIRTUAL PORTS
Fast POC, prove competitive advantage |XL03d

(VS
Low cost and great for projects with short
timeframe IXN etWOI’k D
Enables HW, VM/VNF, cloud appliances Brea king Point

Performance linear scale with license units
(1/10G)

Tester
Floating licensing, central license server

PCI-PT, SR-IOV, DPDK acceleration —

VNF/Virtual VNF/Virtual
Appllance Appllance

testing

Generalized Server Hardware

Fast deployment with wizard

Subscription (1 month / 1 year) or permanent
licensing
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ISG CELLULAR NETWORK 4G TEST SOLUTION

 Single Product

« Can emulate and test the entire cellular network,
from Radio Access to the IMS Core, including
Diameter and WiFi Offload

« With custom hardware or software-only (VE)

Realism

« Advanced subscriber modeling for complex call
models

 Highly configurable VoLTE and Diameter
solutions

« Easy to use

« High Performance and Scalability
 Line-rate, state-full, real traffic generation

« Emulate an entire country with one 12U chassis
* Ixia’'s HW or SW-only

© 2018 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 5 IXIa
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END-2-END TESTING

w l )( { |
2N Cx
1/S-CSCF

C
— |
S6a Mw
. -2 Y4
' 4 ' 4
( )4 l X Rx N
S P-CS
MHME —PCRF_
——
&
’{? GXx IP

we <<< Y >>> 4 ne 1 we
| 2% N N N
U Uu v S1-U S5/S8 SGi

UE <—> EnodeB > | SGW PGW

s / LTE/IMS
/ ¢ WiFi

N
<(< fn Q}A
1] =~ < F = F
. 802.11 PWAP EAP/GRE l}\ Gn' p 4
| 5 P < g > WAG GGS
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IXLOAD - KEY SOLUTION BENEFITS

Single Product Realism

* IxLoad can emulate and test Applications, « Advanced subscriber modeling for complex
Video and Voice delivery, including LTE, IMS call models
Core, and Wi-Fi offload * Flexible flows

« Available both with dedicated hardware and High Performance and Scalability
software-only (VE) « Line-rate, stateful, real traffic generation

« Emulate an entire country with one Ixia
Chassis

Multiplay Service Delivery Over Wired & Wireless Networks

Voice

Application Video Wireless Security Delivery

Delivery Delivery
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TEST DESIGN — REALISTIC SUBSCRIBER MODELING

£
g

Precise control of subscriber

behavior:
« TAU, IDLE, handover,

paging
 Default and dedicated

FTPClient1
&p + 30 [H Edit.. Replace With... + £ Loops.. 7 Check Commands | Examples...

(=]  eGTPControlPlane | -] HTTPClient1 Command Properties for 'APN 1 @E]

| Access Point Name (APN): ’apn-l.ixiaoom.com

|(
\

Use Dedicated Bearer

| 1€ Network Initiated Bearer

b earer usa g e (* MS Initiated Bearer Default Bearer {
° Syn Ch ron | ze between | Traffic Flow Template:
FrP 2005500140015 | (i) Use Default TR

Application Traffic and
Wireless subscriber
actions

MBRU (kbps) MBRD (kbps) |
GBRU (kbps) GBRD (kbps) |
QI (] Use Default QC

| Advanced Settings || IP Mappings " Command Editor L
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TEST DESIGN - SET TEST OBJECTIVES AND TIMELINE

« BHCA tests with constant and
deterministic control plane activity
« Each activity can have its own

multiple objectives: :,,,, Ro—— - @hwas
« Subs/sec (BHCA) vt St d ([eXED gt um 5
« Handovers/sec e sasandd| |m
« TAUs/sec psites ||| | NI
- Define session duration or e o | —"
amount of subscribers i ; —
* Throughput, Connections per pon o i i
Second (and many more) _ st wiase) ;
objectives for each type of Traffic e e L XX X X

« Obijectives can be modified on
the fly while test is running

1 O © 2018 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 10 IXIa
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REAL-TIME STATISTICS

Home Reports Views Data Design

| i

 Extensive real-time statistics

Viewz - ':I’:b New

. - |
Sy e sa M EME=- W &
(hundreds of stats for each |z g, JUEME B g
emulated entity) S | - |
A [\ _ Channels (VoIPSip) HTTP Client - Objectives HTTP Server - Transaction Rates

« With CSV exporting and also ol
automation TCL/REST APIs T ———

* Multi-service per- “hpareres
flow/subscriber QoE e e
« Analyze the impact of services st
on a per session basis
« Set filters on statistics based by fepstin i ][ w] o] s w] o[ a
specifying conditions in order to CJilRegisteton imes oo T BB S B

Analyzer

I

=]

| (Registrations (VoIPSip)

l

I
[
[
"
[
[
[

Uhca Tmes (s
isolate errors and failures

 Flexible views and custom

graphs
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OVER THE TOP (OTT) VIDEO SERVICES

« Comprehensive OTT video client emulations — Flash, HLS, Silverlight, HDS and
DASH

 Create realistic scenarios with user behavior to seek and pause/resume playback

» Use adaptive streaming to model real device behavior that considers network
bandwidth to upshift or downshift automatically

« Complete application-level metrics include manifest and video/audio fragments +
VQmon QoE metrics

Adobe
DASH FLASH HDS
SILVER Apple
Streaming clients LIGHT NUSE HLS

HTTP, Adaptive
IxLoad
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TECTUPOBAHUWE WEB & DATA

HTTP, SSL/TLS, HTTP/2, FTP, Email, B
Pabota 4yepes npokcu n NAT

Payload = peanbHble hannbl
Ctatuctmkn QokE

BocnpounsseneHune tpaduka ns pcap L2-L4
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= (v DNSClient1

|% - R Originate o - R DUT gp v 3R Terminate
% Network1 DUT | i % Network2
C ° 7 Traffic P ° . Trafficz
=f| v/ HTTPClientl | & ) O Bf| lv| HTTPServerl | & |
= |v| FTPClient1 | 2 ) O = (v FTPServerl 'l |
=f| v/ POP3Client1 | & ] O =j| v/ POP3Serverl | | |
gﬂ \v| SMTPClient1 | 2 ‘ O gﬂ v SMTPServerl | & |
=f| v TelnetClient1 | 2 | O =f| v TelnetServerl | & |
= |v| IMAPClientl | 2 ‘ O =j| v/ IMAPServerl | & |
|% - Originate - R DUT - R Terminate
o= Network1 LDAP Server || - a5 Network2
E ° 7 Traffict P o Traffic2
=] v/ LDARClient1 || DHCP Server. M =j v/ DNsServerl |v|
5 [v| DHCPClientt |+ | ®
=] v/ RADIUSClient1 |v| RADIUS Server | v|
o)
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TECTUPOBAHWE VOIP IMS & VOLTE

Originator - MakeCall (VoIPSip Peer)

SIP, MGCP, H.248, SKINNY, RTP/SRTP

Bce Heobxoaumble koaeku + dpakc T.38

UDP, TCP, TLS, WebSocket, Secure WebSocket
MOS: E-Model, POLQA, PESQ
[ padnyecknn pegaktop callflow
DTMF, BKC, SMS

JSognaﬂo [ Execution [ Dial Plan |[ P | Automatic [ 7.5 |[ Cloud || Codecs |[ RTP |[ Audio | video | Fax T.38) | Fax (.30) |[SRTP | [ MSRe |[ s | [Other |

DD“'\H\. 30 Up

[ $ mm| X[

o E ek SHNEFE O

|| = 2 7 0 BcAddChannel v BwsRemove v | [Compact | # Note | Zoom [100%
Workspace ¥ Scenario Editor: Call Originate and Terminate - UC0016 |
How Scenario Channel #0 [Activity MakeCall, Traffic Originator@Network1, Column Originate, Link VoiceLink1)]
VolP
T/E
{} Procedure Library A}y srPIms . -+ Voice Ses... 1,9,&“_
o -_.r' - k- F=—
+ Media i =
. P !

*{} SIP EndCall Initiate - Rout
*{} SIP EndCall Initiate

*{} SIP EndCall Receive - Rec
*{} SIP EndCall Receive

*{} SIP Hold - Initiate

¥} SIP Hold - Receive

*{} SIP IMS EndCall Initiate
*{} SIP IMS EndCall Receive
{3} SIP IMS MakeCall

{} SIP IMS MakeRegistration
*(} SIP IMS ReceiveCall

*{} SIP IMS Subscribe

-

Simulated
Endpoints

A} ~

SUT

5 |
o L] e

--" SIP Proxy |
ALG |
T -~ .ﬁ;; - -7
Media
Gateway |
[ec-- | PCRF (DUT)
] ®
L
Rx
ex. %, IMS
. . Network

*

*{} SIP MakeCall - Authentici

smn(n
f
.
A
; LB

Scenario Channel #1 D ipPeer2, Traffic T d Column T, Link VoiceLink1]
‘()swnma_ " ‘Usn'mlc_
‘__,"[:
Errof Errnr :h
Shn(m

H:---

o=

UEs, eNodeBs

SGW (DUT)

P-GW (DUT)

-y

=

~ <=
i [01015| &

Simulated
SIP Proxy
& Endpoints

SIP User Agents
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DIAMETER TESTING SCENARIOS

EPC
|solation

» Functional testing

» Coordinated simulation across multiple
interfaces or nodes

» Negative scenarios
» Conformance testing
» Performance

© 2018 KEYSIGHT AND/OR ITS AFFILIATES . ALL RIGHTS RESERVED | 16 IXla
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DIAMETER INTERFACE SUPPORT

Qoo~NOGOhWN-

S6a - HSS and MME

S6d - HSS and SGSN

Gx - PCRF and PCEF

Ro/Gy - PCEF and OCS

S6b - AAA and PGW

Rx - CSCF and PCRF

STa - AAA and ANGW

Sh - HSS and AS

Cx - CSCF and HSS

Sy - OCS and PCRF

SWm - AAA and ePDG (Evolved Packet Data Gateway)
SWa - AAA and AN GW (Access Network GW for untrusted
non-3GPP)

Rf/Gz - PGW and OFCS; OFCS and CSCF

Gr/Gr’ — SGSN and HLR

SGs — MME and VLR

S9 - V-PCRF and H-PCRF

SWx/Wx — AAA and HSS

$13/S13’ — MME and EIR; SGSN and EIR

Gxx (Gxc & Gxa) - SGW and PCRF; AN GW and PCRF
Sd - PCRF and TDF

AAA Radius — Client and Server

Ga - OFCS and CDF Client (SGSN, PGW, SGW)

3GPP Radius — AAA Server and ANGW

D/D’ - MSC and HLR

E - MSC/VLR and GMSC/SMSC

T4, Tsp, T6a, SGd/Gdd - loT interfaces

© 2018 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 17

Digineler r
HetNets ’
Secunty 4
Wireless ’
Other Stacks »
Componcnts >

VY ¥ Scenarinl
v ﬁ‘f Criginate

e
Mt out

l|"|"|l Terminate

Timeline and Ohje
8 Ports
“+ QuickTests

AAA sbb
ALAL ETa
AAA SWa
AAA SWm
AAA SWx
ANGW STa
ANGW SWa
ANGW SWm
AS Sh

BBERF Gxx
CSCF Cx
CSCF Rx

CIF ORI
CTF Ro/Gy
EIR 515/515
HLR Gr
HPCRF 59
HSS C«

HSS S6a/56a

HSS Sh

HSS SWx

MME 513
MME S6a
MME SGs
OCS Nw/Gy
OCS Sy
OFCS G4/RI
PCEF Gx
PLCRF X
PCRF Gux
PCRIM Rx
PCNE Gy
PGW S6b
SGSN Gi
SGSN $13°
SGSN Sed
VLR 56Gs

VPCRF 59

L B L
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LTE CORE — MME ISOLATION

-

THss—

——

&
,e"/

S6a

N

; { ni\\
Uu | s1-U
UE ENB <—

S5/S8

GXx

PGW

SGi

Emulated Interface
Internal Interface
Traffic Path
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LTE CORE - S/PGW TESTING
o oo

>
Emulated Interface
& Internal Interface
............... Trafﬁc Path
S6a
| ~
MME ~.PCRF_-
& \
S %,
4 Gx
( ((( r »j‘r = —
Uu S1-u S5/S8 SGi
UE ENB <— SGW PGW
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IMS — P-CSCF ISOLATION TEST

UE
(SIP UA)

PGW

SGi

Z.| P-CSC

g

Gm

(=]
~
iy
(9]
V.

(@]

Emulated Interface
Internal Interface
SIP & RTP Traffic Path
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ISG CELLULAR IOT - USE CASES

ISOLATE 3 OPTIMIZE
NODES PERFORMANCE

Mixed environment Test
Simulate regular and loT UEs

Validate Power Saving
PSM and eDRX mechanisms

Validate new interfaces/interop
S1-Lite, S11u

End2End testing

Diameter eMTC, IP Services

Automation
Speeds up testing

Benchmark Performance

Simulate thousands UEs over the Radio
(Uu) or millions in the Core

IMPROVE SPEED UP TIME AVOID
QUALITY TO MARKET FAILURES

© 2018 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 23 IXIa
A Keysight Business




HA NYTU K 5G:
IXIAA NSA APXUTEKTYPA
A Keysight Business OPTION 3X




DUAL CONNECTIVITY - OPTION 3X

Option 3A: Non-Standalone NR, Option 3X: Non-Standalone NR,
LTE assisted, EPC connected LTE assisted, EPC connected

Option 3: Non-Standalone NR,

Control Plane: The LTE assisted, EPC connected
involved core network entity
is the MME. S1-MME is
terminated in MeNB and the
MeNB and the SgNB are
interconnected via X2-C

User Plane: X2-U interface
is the user plane interface
between MeNB and SgNB,

and S1-U is the user plane

interface between MeNB

and S-GW 2
(=
A‘— ————— X2-C- — — S==
MeNB
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OPTION 3X TESTING: DUT=S/PGW

IxLoad

g

==
=]
[=]

MME

S11

()
HEE] Ié&e:? S1-U

(;é\») —a
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DUT

IxLoad

P/ |\
Ammi

wy
SGi /4
=

IP Services
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OPTION 3X TESTING: DUT=MME ISOLATION

i \
& («A)»m;{ N é=\‘

(4
(@) < > Iﬂ
S1-U
A gNB SIPGW IP Services
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THE NETWORK REVOLUTION

Packet core network softwarization

Benetits o e
+ “Cost flexibility” 5 (. ~
R ina hard £ 51| 2 PR R ‘ tmferum
« Removing hardware over- : 5|8 s 4 arial 5
A £ % g REEEEEEEEE PN ' CLOUD NATIVE W
provisioning - on-demand E AR : ‘
.. g § § ; ) UEd NIST
zcs)gtware provisioning, pay per g IR af(mwmi
E T I « > Open
Al to analyze traffic patterns and g 2 o s
optimize resource allocations § g| (&8 ) (8 ) (Gmveer ) { Zerex _—
3 &[T e N(-ooooe==e=emes \ 802
. . . - brd :' apen ;; Disaggregated !
« More reliable — reduces single point — 2 L Herdware | XX e o
. cl/cp Linux Foundation
of failure, better error recovery
CITHELINUXFOUNDATION \...Foundation __
« Dynamic scaling — cloud-native
design of the 5G Packet Core Challenges |
follows Cloud Scale industry * Brand new technologies
practices « Brand new architecture

* More vendors = Higher Complexity and Risk
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The architecture has two visual representation:

UE

The 5G System Architecture

NEF NRF PCF UDM AF
Nnef Nnrf Npef Nudm Naf
Nausfl Namf Nsmf
AUSF | [ AMF | SMF |
4’\ N2 N4
/ (R)AN N3 UPF }—N6— DN

UVE

AUSF

—N13—]

=

N1

N

N2

Figure 1: 5G System Service-based architecture

(R)AN

Z.s_

uDM

N12 N8

4

N10

N\

N 7

PCF

—ns—o

AMF  FN114 SMF
lN 14] |7Lfﬂ
/Nl

—— D

Lno

AF

It is intended that within SGC CP NFs exhibit their functionality via service-based interfaces, so that the NF
services can be flexibly used by other authorized NFs. The NF services will be derived from e2e information
flows for 5G system.
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Figure 2: 5G System Architecture in reference point representation
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FIRST 5G PACKET CORE
HIGH SCALE NETWORK SOLUTION

Operators gain real-time insight into Quality of service

« Highest capacity and performance

« All virtualized
* Up to 7 million sessions / VM

 Native service with REST APlIs
« Flexible design

N
4 \ /V4
SMF
((( ))) \ A E‘:
il = %,,
UEs N3 () < N6 >
gNB UPF IP Services
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5GC USECASES: UPF ISOLATION

* Focused on UP capacity and performance

VM and HW platforms

» Coordinated simulation of interfaces: N3 & N4 & N6
* QoS enforcement & QoS detective support
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5GC USECASES: AMF ISOLATION

NSSF AUSF —N13— UDM
A\
NZN\Q/NS N10
AN
AMF  =N11— SMF —N7— PCF N5 AF
T
LN14J

N1 N2

UPF

L

* Focused on ControlPlane NG-AP (N2) capacity
 Thousands of gNBs
 AMF testing on N1, N2 without SBA wraparound
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5GC USECASES: AMF ISOLATION

« Focused on ControlPlane functional and capacity
* AMF validation with SBA wraparound
« Coordinated simulation of N1/N2, N8, N11, N12, N15, Nnrf
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5GC USECASES: SMF ISOLATION

« Focused on ControlPlane functional and capacity
« SMF validation with SBA wraparound
« Coordinated simulation of N4, N7, N10, N11, N15, Nnrf
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Perfect Storm (IP L4-7 generator)

XGS12
Chassis

Appliance -
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REAL WORLD USE CASE - 6 CARRIERS (6000 UES) WITH ENODEB

10G Optical
L2 switch

Radio 2 ' '

> eNodeB

EPC Connection
—— Fiber (CPRI)
— Fiber (10G)
PerfectStorm (8x10G ports) {DRF
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UE EMULATION EVOLUTION

1600 \

 LTE
* Released 2009
400 UEs

 ATCA, Discrete
FPGA, DSP, CPU

| « 2 sectors in chassis

e LTE-A

* Released 2012
* 1000 UEs

« 2 CA

* 6 Sectors in chassis

( XAir

XAir2

 LTE-A Pro
Released 2016

4000 Ues
GigLTE
Cellular loT
WAVAN
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Y/ xAir3

« 5G
* Under Development

» Will support eMBB
URLLC, Massive loT
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4G UE EMULATION

Rich, realistic UE Emulation

4000 emulated UEs per blade

Modular architecture allows for massive scale
4CA, 4x4MIMO, 256QAM, TM9 supported

All bands 400MHz-5900MHz supported, FDD&TDD
Cellular loT (CAT-M1 and Cat-NB1) supported

LAA

Flexible and scalable traffic emulation
VoLTE

EPC and IMS Emulation for wrap-around testing

Data and
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IXLOAD®—WIRELESS
XAIR2

PROBLEM: ENSURING OPTIMIZED
PERFORMANCE FOR NEW MOBILE
INFRASTRUCTURE TECHNOLOGIES

Continuous incresse in capacity demand drives mobile
wireless operators to greatly expand their network capacities.
Service providers are under pressure to offer more
throughput per user, while guaranteeing end-to-end quaiity of
senvice. Vendors sre employing new technologies to deepen
network capacities beyond just expanding radio coverage.
bringing in new challenges for lsb testing.

SOLUTION: LTE EMULATION FOR END-
TO-END QOS VALIDATION

Ixia's XAir2 load module provides LTE user equipment (UE)
emulstion that enables & powerful IxLosd eNodeB Layer 1 to

7 test solution. With complex UE modeling. it offers realistic and easily-configured traffic models and call
pattens. Using IxLoad's reak-world subscriber modeling. testers do not need to be protocol experts to
develop test reslism. From a single tool. users can perform capacity tests, detsil a cell throughput.
measure voice and video quality, model a wide variety of mobility scenarios.

REAL-WORLD SUBSCRIBER MODELING

o Fullfestured LTE UE emulstion within all frequency bands and FDD/TDD duplex modes.

QoS messurements

* Complex signaling operation, including Attach, Detach, Handover, TAU, DRX, and Idle Mode

operation

« Channel modeling that sllows UE cell centeriedge simulation with LTE DL Fast Fading emulstions
including Pedestrian. Vehicle, Urban, High-Speed Train, and Custom mode.

LTE Advanced

Mobile spplication modeling with voice, video, and dsts traffic, including QoE (MOS, PESQ) and

HIGHLIGHTS

Validate eNodeB functionsiity by
assessing full protocol stack
from Layer 1o Layer 7
Determine total cell throughput
Asses the maximum number of
subscribers within & cellsector
Benchmark the control plane
performance of eNodeBs

Test complex mobiiity scenarios
Perform service quality
validstion with subscriber
modeling, multiplay voice, video,
&nd dats traffic ceneration

il

IXia
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XAIR3 - BASEBAND PROCESSING PLATFORM

 Industry-best processing power for UE Emulation
* Hosts the Baseband PHY channels
« Same hardware for
v" Single UE to 1000s of UEs
v' Sub 6GHz and mmWave
v NSA or SA
« Software configurable for 100, 200, 400MHz
bandwidths
« Support for 2x2, 4x4, 8x8 MIMO and Mu-MIMO
« Support for Baseband based fading
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5G UE EMULATOR: SW & HW COMPONENTS

*Few UEs *1000s of UEs
*Feature Tests Realistic Traffic

N

PHY
Channels

RH Sub6 GHz
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mmW SOLUTION

Rotation

¥ N\

Rotation
axis

4 spatial layers
Chamber 120 deg

2 dual polarized horns

(probes)
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28/39 GHz
mmW Heads

eeos 888
eeOD 2806
905 8800
eeed 880
0D S80S

=2-8
- = - T
FPPEPT SOF

Channel Fading —
optional

HW Based Propsim or
SW Based Baseband in

the UEE

Supported channel

models:

3GPP TR 38.901 mapped

to 2 probes
User defined

100, 200, 400 Mhz
4CA (4 x 100 MHz)
Sub-6GHz
4G — Additional XAir2 for NSA
Cabled LTE anchor

L2+ SW —
Virtualized or
Appliance

XAir3 BaseBand
Processor

Sub-6GHz Radio
up to 4x4 MIMO
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