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AKTUBHOE YYACTUE B PA3BUTUUN CTAHOAPTOB U
COOBLWECTBAX

* Leads TST working group in ETSI NFV

* Active participant of Plugtests . ‘

* Member and active participant at ETS|I MEC (edge computing) ,

« Participant at OPNFV ‘* # w
 Participant at ONAP |

« Member and participant at OSM (Open Source MANO, ETSI)
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SDN/NFV — npeumyliectBa vs pearnibHOCTb

. Service
Savings . 2 without

Promises

Reality

Performance

Reliability
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PAUCKU N LUEHA OLUNBOK

60% opraHusaumn, Koroa npobnemsbl B YcTpaHeHue OpraHunsauum moryT
BHeapsitowmnx NFV, He KOHEYHOM UTOre npobrnem nocne NoTEPSATH B
NpPOBOAAT NOSTHOLUEHHOrO BO3HMKAIOT, UX peLleHune BHeOApeHUs cpenHem $400K+
TECTUPOBAHUS MOXXET NPUBECTU K ctounT B 12 pa3s 3a OOVH Yac
3agepkKe BHeApeHus Oopoxe NpOCTOS

HOBbIX YCIyr

© 2018 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 4 IXIa

A Keysight Business




YBEJIMMEHUWE KOJI-BA TECTOB N UX CITOXHOCTW
=

NFV Testing Traditional Testing
Test the NFV platforms, VNFs, ¢ _, Focus on-Single Vendor
and services in isolation ’ I

- 7 9 Performance Validation
VNF Onboarding & Testing N 3 O O % %

AR |

. A . / ‘Q‘h .
@ Dimensioning & Benchmarking m\ \ more .
' test cases

s %
- /

Validating Service Chains

NFV Infrastructure

= Disaggregated Services

2eses Data Plane Acceleration
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TECTUPOBAHUWE HA BCEX 3TAINAX

Continuous Integration /
Continuous Delivery (CI/CD)

Lab Delivery Operations
ETSI Model
Functional for VNF Onboarding
Validation
]
[ )
Validation Active
VNF -to- B o
" MANO Instantiation on Sieienkl ErgjexicEend FHESTE: OSS S/' o Monitoring
Scalability Registration RV Validation . Validation ervice (Functional)
Validation Creation Creation
Interoperability ‘ Y /
Validation .
VNF testing
in service context
Validation Ixia Validation Scope
. ' ’ Onboarding VNFs | Orchestrate VNF + service chain + VNFFG + | Capacity and performance testing .
Ixia VNF Ixia VNF
Validation Scope Validation Scope
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EANMHOE PEWWEHMUE

[TONMHBbIN KOMMNNEKT AN ycnewHoro sHegperHnd HoBbIX TEXHOIOTNN

fos T il AppsandSecuty Application Delivery  Mobile Core | Disaggregated
i vRodter VENG | | Breakingpoint vFW bpPl | : '_X'-Oim vSBC  IPsec GW viMS | fabric
1 _—m CPE 11 RIS . 1 ! IxLoad . .
: IxNetwork SI\Z/)-WAN VvPE :: BreakingPoint’ vIPS DDoS : : vSLB vCDN VvEPC : benchmark|ng
! I
(0]

NFVi
characterization

VNF validation

IXIA APIs (REST, PYTHON, TCL)
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| IxNetwork | 1" IxNetwork ' i _
. |
: N Segment Routing : | Benchmarking ' and onboardlng
I ! Quick Tests
: --- JI 1 : : OpenFlow :
: o | Redundancy
> | 1
o | xNetwork | | | Fault tolerance
O M ! | RFC2889 !
> N | | RFC7747 1 Security
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ATIMAPATHBIE U BUPTYAJIbHbBIE TECTOBbIE CUCTEMBbI

NFV-I and VNF Test using
a Physical Test System

Ixia VNFs and DUT VNFs
are collocated on same COTS hardware

VNF/Virtual VNF/Virtual VNF/Virtual
Appliance Appliance Appliance
=) : O : O
A A A

vSwitch

Hypervisor

Generalized Server Hardware

VNF/Virtual

VNF/Virtual

Virtual Appliance Appliance

Generalized Server Hardware

h 4 Physical [
EI Test System —
NIC 0 I_II NIC 1
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Ixia VNFs and DUT VNFs are deployed on separated COTS hardware

Virtual
Tester

11\

Virtual
Tester

vSwitch
Hypervisor

Generalized Server Hardware

VNF/Virtual
Appliance

xy

.

VNF/Virtual
Appliance

=)

vSwitch
Hypervisor

Generalized Server Hardware

IXia
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BUPTYAJIbHbBIE TECTOBbBIE NMOPTbI MO NMOAMNMUNCKE

LleHa

PyHKUUOHanN
U MOLLHOCTb

Cpok
OeucTBus

MoOUNLHOCTbL

lNMepBbin Wwar

NononHeHue K
NPOEKTY

[locTynHble No LUeHe NMMUEH3NX Ha BUPTYyarnbHble
Bepcun npoayktos iXNetwork, ixLoad, Breakingpoint

[TpakTn4YeCckn NOnHbIM aHanor annapaTHbIX PeLleHnin ¢
NWHENHbIM MacLTabnpoBaHMEM MOLLIHOCTU A0
necaTtkoB [GUT/c v Bbiwe

30 gHen n 1 ron
BkntouyeHbl 06HOBNEHUS 1 nogaepxka

Mo>xHO npuBA3aTh NULUEH3NU HaA LEeHTPanbHbIU cepBep
N NpeaocTaBUTb B perMoHarnbHble nogpasgeneHus

[103BONSAOT PELLMTL Pa3oBYyHO 3a4a4y M NOYYBCTBOBATb
pearnbHY0 Nonb3y OT BHEOAPEHUS PELLIEHNIA MO
TECTUPOBAHWIO

[ToniesHoe fononHeHme K NPOeKTy Afa opraHu3auum
TECTOB NMPUEMKM Ha CTOPOHE 3aKa3yuKa Unm nomMmoLLlm B
HacTpouke
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#1 TECTUPOBAHWE SDN

: L23 : : Apps and Security : : Application Delivery Mobile Core :
: Network vRouter VBNG :: BreakingPoint vEW DPI : : IxLoad vSBC IPsec GW vIMS : <
1 PE i NP .S 1" IxLoad !
i network™ YR upE 1 BRSPS DDoS ! vSLB  VCDN VEPC ! <
| e o e e o e e e e e e e e = 1 o o o e __ L I - [
VNF validation, performance characterization and onboarding test ,9 . n
= |9 |6
______________________________________________ | o) © o
I XL — Ll
NETWORK STORAGE : - g @
______________________________________________ : e T <
w8 o
e ChNetwork TS ' CiNetwork I R
; IxNetwor! i IxNetwork ;1 IXNetwork : o ® 7]
. |
| vxan | ovsbB | 1 Segment Routing | | Benchmarking | " 3 @
: I Quick Tests -
1 1 | 1 1 1 n_ -Q o
VLAN L23 VPN EVPN BN SR-ISIS SR-OSPF | BGP-LS PCEP I I ©
] vian Lzzven | Even operon | T S B
: -
> | RFC2584 1 = 5’<’
) ' ; <
o | RFC2889 | B
© I !
c 1 |
= 1 RFC 7747 I
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IXNETWORK

TecTnpoBaHue Ha ypoBHe L2-3, TpaHcnopTa

(Il It o TTTTTTmommmmmmmmeees = ) - -~ el -
| />, Network Group 1) . h" | ( PCE
: { §§§/) Grid (3:x3) t ix A ! ~ 1 Hm oo
o BB | |_ecc1 | N
|

—————— ————— — —— — ——— —
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|
I

e e o o e e - - - - - - - - —— — — — — -

r/ N NetworkGroup4l —

| §
lw 1 IPv4 Address Pool + 1x [~
| 1SI5-L3, BGP '

o - - - - - - - — — — — — —

I e e L J
b e e e e e e e e e e e e e e e e e e e e
DC1 |
.= OO
- . L — e =-
| |r CE - Hosts ._b(}_{m PE (VTEP) r_ZX}_,' /S, NetworkGroup2 |
| 2 devices : ) 6— '
; 1 IPv4 Address Pool ¥ 1x

| —— x|
il ), “: [ eamawa) Sy I
: : 4 MAC Pools ‘I :| BGPPesrd | |
L o ' || ipvé Loopback | |
| ) |

|

I | '
| |
|
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IXNETWORK CMMYNALUUN SDN

CMynsaumnsa CNoXHbIX AMHAMUYHBIX TOMNONOMUIK 1 Tpadmka NoBepX HUX

WAN Contoer Carrier SDN
* Segment Routing MPLS & SRv6|  Spine

« PCEP, BGP SR-TE Policy, BGP
FlowSpec, BGP Link-State

« NETCONF

 BIER

Routing, MPLS, switching,

multicast

[

* OpenFlow QuickTest T TTm T

. , Software Defined Data Center

ANVL OpenFlow switch « Underlay — IP CLOS, ECMP, BGP convergence

« Overlay — VXLAN, NVGRE, GENEVE

East West Traffic » Provision — EVPN/PBB-EVPN, EVPN VXLAN,
OVSDB

Opeaflow OpenFlow
Contrejjér DUT * Controller and Switch emulation

LAY
/ N
/1

conformance test suite
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#2 TECTUPOBAHWE VNF

:L23 :: Apps and Security : : Application Delivery Mobile Core :
D oNetwork - NG pakingpeint  VFW DPI 1) Mioad  VSBC | IPsecGW = vIMS | _
. CPE I L 1} IxLoad '
:'—"N—‘*t‘”"'"m spwan | YPE  n EEMSEEEypg o ppos i) vSLB  VCDN verc 1 <
| e o e o e e e e e e e = I e o o e o o o e m o __ L I - [
VNF validation, performance characterization and onboarding test = - %
---------------------------------------------- : Z T O
I 14
: T :L L
NETWORK STORAGE ; - g 2
| o E <
______________________________________________ 1 -
= () =z
e """ eI TTTTTTTTTmssssssooes NS ihhbh I
"xNetwork ! i IxNetwork ;1 IxNetwork | o © (7]
. ! S’
i VxLAN | ovsps | 1 Segment Routing | | Benchmarking | " @ @
| I .- L Quick Tests I o ) o
VLAN L23 VPN EVPN EBEE SR-ISIS SR-OSPF | BGP-LS PCEP I ! ©
{ v | ore [ov ] e IR e | 2 88
! S
> , I 1 RFC 2544 ! s 5’<’
© i IXANVL | ! | >
) : | 1 RFC2889 ! =
2 ! OpenFlow iPvPLs [ .
> : | | RFC7747 |

e oo o e e e e o e e e e e e o e e e e e o e =
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IXLOAD

TecTnpoBaHmne Ha ypoBHE NPUNOXKEHUN
. |

hulu

W\
AN
LW

Device or Network
Under Test

a—
—
—
—

W\
A
LW

(i1 Tube;

( Web, V0|ce Video, Storage, IPsec, 4G/5G )

Harpy3ouyHoe TecTtupoBaHue ¢ oueHkon QoE B peanbHOM BpeMeHu
CKBO3HOE TeCTupoBaHue B hU3NYECKOM N BUPTYarbHbIX cpeaax
OMynNAUMK MNOMHONO CTeka NPOTOKONOB — TeCThbl Yepes npokcu, NAT u gap
eHepaLumst 60NbLUOro Yncna KIIMeHTOB Ha pearbHbI CEPBUC
AMynaAuMs AMHaAMUYEeCKOro noBefeHNs Nonb3oBaTenemn

AN NI N NN
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BREAKINGPOINT

TecTnpoBaHue yCTPOUCTB CETEBOU 3aLLUTHI

Client Side Simulation Device or Network Under Test Server Side Simulation Client-Side Simulation Only Server or Service Under Test

Malicious Traffic

\ Malicious Traffic Malicious Traffic y

Ixia BreakingPoint
Test Equipment

Legitimate Traffic Legitimate Traffic Legitimate Traffic

_ Ixia BreakingPoint
Test Equipment

v PearnbHbI NErMTUMHBIN TPaduK + aTaku: Bupycol, DD0S, TposiHbl, botnet, malware
v’ PerynsapHble o6HoBneHns B npunoxeHun n atax

v YHuKanbHoe codepxaHue n MaeHTUMMKATOPbl B KaXKaon ceccum

v Bblcokasi Npon3BoaMTeNbHOCTb € annapaTtHbiM yckopeHnem SSL/TLS

v BbIICHEHME pearibHON NPon3BoaAUTENBHOCTU U 3MEKTUBHOCTM VS LieHa
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#3 TECTUPOBAHWE NFV-I

: L23 : : Apps and Security : : Application Delivery Mobile Core :
| Network | TOUeT | VBNG it nopit  VFW DPI !y Ixlead VSBC  IPsecGW  vIMS |
1 PE i RN .- 1! IxLoad J =
i betwork™  SCHE e 1 BRSPS DDoS ! VSLB  VCDN VEPC ! <
| e o e e o e e e e e e e e = 1 o o o e __ L I - [
VNF validation, performance characterization and onboarding test ,&’ . m
---------------------------------------------- : Z T O
! 14
: T :L Ll
NETWORK STORAGE : - ] ®
1 n- n— |
______________________________________________ i o S <
T
___________________________ | e I__________'I
IxNetwork | 1 IxNetwork ' | IxNetwork o L >
. |
: VXLAN OVSDB : : Segment Routlng : : Benchmarking : T’; g m
: I ' Quick Tests —~ - LL
1 I ! ! o Nel (@)
VLAN 123veN | even HBENM SR-ISIS | SR-OSPF | BGP-LS | PCEP . | ©
] van Lzzven | Even g | S 3B
! <
> . \ \ RFC2544 1 = 5’<’
© | IXANVL L ! =
) : | 1 RFC2889 ! =
= ' OpenFlow IP/MPLS [ |
= : \ | RFC7747

e oo o e e e e o e e e e e e o e e e e e o e =
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CloudPeak

NFVI PERFORMANCE AND CAPACITY BENCHMARKING

identify bottlenecks compare infrastructures  optimize configurations
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BUBJINOTEKA TOTOBbLIX TECTOB

CouyeTaHne goBepeHHOro community MHCTpymMeHTapua u akcneptussl IXIA

LMBench FIO VIM
(memory benchmarking) (storage benchmarking) (VM Deployment Time)
UnixBench PKTGen | St_res_s NG
(CPU benchmarking) (network benchmarking) (noisy neighbors)
\ J \ J
! |
Defined by OPNFV Yardstick Defined by Ixia
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CLOUD PEAK
SOLUTION ARCHITECTURE

CloudPeak

MANO
Test NFV
Orchestrator : : Orchestrator
AP| AP
OPNFV
Yardstick M;/n'ilg:]er
Manager
API
APl IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
: Virtual Compute Virtual Network Virtual Storage Virtual
IxNetwork API : SYSTEM Infrastructure ;
Manager :  UNDER Virtualization Layer Manager :
= TEST
IXNetwork Traffic Generator CloudPeak
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#4 ABTOMATU3ALUA TECTUPOBAHUA

'L23 Il Apps and Security I Application Delivery Mobile Core !
1 1 | | |
D etwork RO VBNG 1 g VW DPI ! btead  VSBC  IPsecGW  vIMS | _
1 | Y - 1" IxLoad !
: I_)(Netwc»rkﬁ3 SI\ZIJ?Vl\DI,I’E-\N vPE :: BreakingPoint vIPS DDoS : : vSLB vCDN vEPC : ﬁ
| =
| e o e e o e e e e e e e e = 1 o o o e __ L I -l [
VNF validation, performance characterization and onboarding test ‘,-_’ . m
---------------------------------------------- : Z T O
I 14
NETWORK STORAGE | & ] ®
| n- n— |
______________________________________________ I - e <
| & o
___________________________ | e I__________'I
| IxNetwork o IxNetwork | 1 IxNetwork ! g:J © 7]
: VXLAN OVSDB : : Segment Routlng : : Benchmarking : P % m
: I ' Quick Tests 5 - LL
' - g 18 5 2
VLAN 123veN | Even RN SR-SIS | SR-OSPF | BGP-LS | PCEP . | ©
| v | ore | zsven ] even R  operon | BN S B
! <
> . \ | RFC2544 1 | = 5’<’
© | IXANVL o ! =
o : | 1 RFC2889 ! =
= ' OpenFlow IP/MPLS [ |
= : \ | RFC7747

e oo o e e e e o e e e e e e o e e e e e o e =
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IXNETWORK AUTOMATION

REST API - CoBpeMeHHbIN NoXoa K aBToMaTu3auuu

IXN High Level
ROBOT Library Client Dependencies
Client Any language IXN High Level  IxN High Level « Programming
Independence that supports Python Library ,  Perl Library Llc)e(\[/\lelng\tlavrl Language
r Fewer HTTP/S XN High Level TCLLibrary  python Ruby Versions
environment Get,Post,Patch, _ *Libraries < Tcl7.5,8.0,84
updates Delete IXN Low Level TCL Library s Python 2.x, 3.x
» Faster « IxNetwork
programming & }/ersmns
debugging % 6.X7.X, 8.x
» Less to install
on the client REST Service iXxNet Service (TCP Socket)

/N

Hierarchical, Stateless API publishing infrastructure

IXNetwork API Publishers
/vport, /topology, /globals, /traffic, /statistics ...

IXNetwork Internal Code
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openixXia GITHUB

O Features Business Explore Marketplace Pricing

« Community based
« Anyone can take or contribute openixia Openlxia
« Central repository of samples
E] Repositories 6 People 1
» Scripts
. . Pinned repositories
* Libraries
. . IxNetwork
* Programming techniques
« Multiple languages Orvten K5 ¥3
* Tcl, Python, Perl, Robot, REST Explorer

Multiple products
 IXNetwork, IxLoad

GitHub based
* http://qithub.com/openixia IxNetwork
» Wiki pages for easy navigation
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IxLoad

A central location for IxLoad samples and utilities.

Please also visit http://ixiaautomation.com

Tcl

VisionNPB

@ Python K 1

This organization

Sign in

BreakingPoint

Sample scripts for Breaking Point

Tcl

IxOS

Type: All » Language: All v

Top languages

A Keysight Business



http://github.com/openixia

openiXia RESTPy

Python wrapper using REST API

e ObjeCt oriented IxNetwork Python Client  ixnetwork_restpy

| Samples | APl Reference

« Fully aligned with the object

tree
What is the IxNetwork Python Client?

[ ] . .
Pyth onic Styl e p rOg rammin g IXNetwork Python Client ixnetwork_restpy e requests package.
° P bl d b ] Package Overview | Samples |
rogrammable debugging
Ievels ixnetwork_restpy . TestPlatform . Sessions . Ixnetwork . Topology ‘ | Search \
[ ]
F U | Iv d ocumen ted Methods + Topology.add(Name=None, Note=None, Ports=None, Vports=None)
. . « Topology. AdjustPortCount(Arg2) Description Adds a new topology node on the server and retrieves it in this instance.
 Available from nixia GIT | : o
a a b e O O pe a Fetchind%);dateConﬁgFromCIoud() Name (str): Name of NGPF element, guaranteed to be unique in Scenario
O r P I P « Topology. RestartDown() l};lo:te (str): Any Note about the Topology
orts
+ Topology. Start() Args (list(str[None|/api/v1/sessions/1/ixnetwork/lag|/api/v1/sessions/1/ixnetwork/vport])):
« Topology. Stop() Logical port information.
« Topology. add(Name=None, Vports (list(str[None|/api/v1/sessions/1/ixnetwork/vport])): Virtual port information.
Note=None, Ports=None, Vports=None
« Topology. ﬂnd(DescriptivgName=N°%e, Rt self: This instance with all currently retrieved topology data using find and the newly
Errors=None. Name=None. Note=None added topology data available through an iterator or index
PortCount=None, Ports=None, Raises ServerError: The server has encountered an uncategorized error condition
PortsStateCount=None, Status=None,
Vports=None)
« Topology. next()
« Topology. read(href)
« Topology. refresh() - -
© 2018 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESER| * Topology. remove() N IXiA
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file:///C:/Users/weslhand/AppData/Local/Programs/Python/Python37-32/Lib/site-packages/ixnetwork_restpy/docs/index.html

Live data in
debugger

RESTPY SAMPLE SCRIPTS

IXnetwork_ restpy.tests.assign_ports.py

This Sample demor_‘-‘_‘-__ I S P S o S St S Ry S S S .

The AssignPorts metl Caccinnel 11+ /fani vl lcacsione /1 _AnnliratinnTun

i :‘:‘j:tg';aj, ApplicationType: "ixnetwork'

clears ow Id: 1
waits unt! i i
returns a| |4 Ixnetwork: Ixnetwork[-1]: /api/vl/sessions

Object
Oriented

of Argl test ports

b AvailableHardware: AvailableHardware[-1]:
4 Globals: Globals[-1]: /api/vl/sessions/1/1

import sys

import os
ay=cpatiielegoscpa AppErrors: AppErrors:
from ixnetwork_restj BuildNumber: '8.50.1501.3°

ConfigFileName: 'C:\\Users\\weslhand\\App
# connect to a test - - - - s -
test_platform = Tes p ConfigSummary: [{'argl’': 'Module', 'arg
test_platform.Trace

sessions = test plai | P Interfaces: Interfaces[-1]: /api/vl/sessi

e e L IsConfigDifferent: False
ixnetwork.NewConfig|
b Ixnet: Ixnet[-1]: /api/vl/sessions/1/ixne
# add abstract port: . . . s
vports = ixnetwork.)\ IxosBuildNumber: "not installed

for i i 2): - - - - - -
o ‘“V;L‘%ifaid(. 4 Licensing: Licensing[-1]: /api/vl/session

print(vports) b LicensingServers: ['192.168.32.1"]
# connect the abstr: « : 3 '
e Tl Mode: 'subscription
test_ports = [ Tier: 'tier3’
dict(Argl=cl . . ,
dict(Argl=cl _SDM_NAME: 'licensing

] - -
© 2018 KEYSIGHT AND/OR ITS A unconnected_ports = ixnetwork.AssignPorts(test_ports, [], vports, True) IXIa
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IXIA AUTOMATION FRAMEWORK

Lab Management: Quali CloudShell™ Lab-as-a-Service Solution

Reservations: Quali CloudShell™ Reservations Manager

R Scripts: Python Test Cases

Test Tools: Python Libraries

T—

Customer Devices L1 Switches Test Tools
Network Compute WAN Emulator & etc IXL IxXN BPS
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IXIA AUTOMATION FRAMEWORK

Lab Management: Quali CloudShell™ Lab-as-a-Service Solution

Reservations: Quali CloudShell™ Reservations Manager

Scripts: Python Test Cases

Sandboxes (aka Topologies):

Quali CloudShell™ Sandboxes Test Tools: Python Libraries

REST APls

-I nterconnects -I nterconnects

Customer Devices L1 Switches Test Tools
WAN Emulator IxXL IxN BPS
& etc

Network Compute
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#5 LAB-AS-A-SERVICE

: L23 : : Apps and Security : : Application Delivery Mobile Core :
| Network | TOUeT | VBNG it nopit  VFW DPI !y Ixlead VSBC  IPsecGW  vIMS |
1 PE i RN .- 1! IxLoad J =
i betwork™  SCHE e 1 BRSPS DDoS ! VSLB  VCDN VEPC ! <
| e o e e o e e e e e e e e = 1 o o o e __ L I - [
VNF validation, performance characterization and onboarding test ,&’ . m
- n
---------------------------------------------- . B © O
I 14
: T :I— L
NETWORK STORAGE . - g @9
______________________________________________ : a IS <«
m o B
___________________________ | e r_________'l
IxNetwork | 1 IxNetwork ' | IxNetwork o L >
. |
: VXLAN OVSDB : : Segment Routlng : : Benchmarking : T’; % m
: I ' Quick Tests — . LL
1 I ! ! o Ne (@)
VLAN 123vPN | Even [BEB SR-iSis | SR-OSPF | BGP-LS | PCEP . | ©
] v | Lzzven | Even RN B
! g
> . \ \ RFC2544 1 = 5’<’
) | IXANVL L ! =
o | | 1 RFC2889 ! =
= ' OpenFlow IP/MPLS [ |
= : | | RFC7747

e oo o e e e e o e e e e e e o e e e e e o e =

© 2018 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 27 IXIa

A Keysight Business




MOOEJIMPOBAHUE CTEHOA

Blueprint — wwabnoHbl TECTOBOrO OKPY>XEHUA U ONNCaHNE CBA3EN ANIEMEHTOB

» Visual drag and drop directly from inventory
» Abstract complexity
« Set connectivity based on infrastructure

» Save to Blueprint for reuse

e LAB MANAGEMENT JOB SCHEDULING INVENTORY  INSIGHT SEAN.S DEMO HELP TUTORIALS

n L BLUEPRINT -  Cyber Range m o
 Physical, Virtual, Cloud, Apps =0
] j L ADD: G RE RCE #% APP/ SERVICE + ABSTRACT WINDOW: i INSTRUCTIONS » COMMANDS < NAVIGATOR STYLE: # 1 &1 BEHAVIOUR: N = | | e o i M.

File Server Web Server Email Server | Database Server BreakingPoint ... Snort-03 Malware Analy...
° 1 £ m 1 ”» 172.2419.125 1722419115 1722419.110 1722419.135 172.010.101 @ 172.0.10.102 172.0.10.103
O e IS u O a Ion ea y File Server _ * Web Server & 1 Mail Server &1 ) DB Server 1 BreakingPoirit .} IDS Server & 1 Cuckoo Servér !
b5 4 OO T T L " ¥, 4 Pl
] ! L g S ! et
" .§ % w &« _________ e ’4«%’ P ‘/_'& e
S B R B f
A (- s «
| Admin VLAN
White Team PR SF-03 [ Service |
Service | 172.10.15.100 VLAN Auto
BICL oK MATERIAL VLAN Auto J fire Fife.3 | %= ono v e
0rtg "= — ——
" Wratmaiy [semi
el Mx-03 L SRX03
T Y potl_y 10.0.20.240 Port0 172.30.15.100
Network Organization Chart Red Team | HH ASA03 PEte MX480 @5 CErSRE SRX Firewall* 3
| o e A e of..
Service B 172.20.15.100 P
VLAN Auto | ASA Firewall® 3 vCenter Server Blue Team
=N x4 AS .
s N\ SSE 1 Service
‘ T e o L =" VMWare vCeftt.” | VNAso
2] | | ¥ X > Sy
= fé P 2 Y ‘,_é&;ﬂux“ R N

‘? Win-Serv01 Linux-Serv01 | Win-Serv03
& 10.0.90.191 10.0.20.239 | 10.0.70.76
rrrrrrrrrrrr Windows Servel " inux Server? 1 | h Windows Sefvel

Linux-Serv03
10.0.20.237

Linux Server & 1

Model across public, private and hybrid cloud environments
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NYBIIMKALUUA W OBMEH LLABJIOHAMW

Cisco DevNet Labs

el DevNet LAB MANAGEMENT SSTEPHENSON1 DEVNET HELP TUTORIALS
PUb“Sh Blueprlnts TYPE All-  BROWSE BY CATEGORY
. . All Sandbox Labs (41) g
Save environment as Blueprint,
. 4 Version 2.2(1n) @, Version 1.2(1i) B Collaboration
publish for others to use "
ACI Hardware Lab ACI Simulator APIC-EM APIC-EM APIC-EM B} Clou
Database Only Database Only HW MiniLab 1
Standardi bed d
ta n a r Ize te St e S a n ACI Hardware Reservation ACI Simulator AlwaysOn APIC-EM_GA_DB-Only_A.. APIC-EM_GA_DB-Only._.. APIC-EM_GA_HW-MiniL.. E R
. . APIC HW ver 2.2(1n) & APIC Simulator Version NEW - GA 1.3.1 Release NEW - GA 1.3.1 Release NEW - GA 1.3.1 Release Qrofeey
environments as Blueprints for et
_ =N =N == BN secuiy
CO n S I Ste n t reS u | tS @ Contains a resource(s) that
is currently unavailable [IZ1 Analytics and Automat...
Self-service access to IT assets TN -
using Blueprints . .y ey ey S——
HW MiniLab 2 HW MiniLab 3 HW MiniLab 4 Full HW Lab
D f. h b I i APIC-EM_GA_HW-MiniL.. APIC-EM_GA_HW-MiniL.. APIC-EM_GA_HW-MiniL.. APIC-EM-FULL-HW Cisco Information Server
e I n e OW u e p rl n tS a re NEW - GA 1.3.1 Release NEW - GA 1.3.1 Release NEW - GA 1.3.1 Release NEW - GA 1.3.1 Release Always On Lab
consumed by end users == ==a ==a ==a
@ Contains a resource(s) that
. is currently unavailable
Forms and inputs
@, Version 10.2 @
U Se r a Cce SS [) Categ O rl e S a n d Collaboration Endpoint Cisco UC Manager 10.5 Cisco UC Manager 11.0 Cisco UC Manager 11.5 Connected Mobile
CUCM and Presence CUCM and Presence CUCM and Presence Experiences (CMX)
domains
Collab Endpoint Collaboration 10.5 Collaboration 11.0 Collaboration 11.5 Connected Mobile Experi...
Always On Collaboration CUCM 10.5 Lab with CUCM CUCM 11.0 Lab with CUCM CUCM 11.5 Lab with CUCM CMX-10.2
=a =a =a =a
Ranlk tn tan
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PESEPBUPOBAHWE U PASBOPAYUBAHWE CTEHOA

e SANDBOX MANAGEMENT  INSIGHT  MANAGE HANS A DEMO HELP  TUTORIALS

BLUEPRINT ~ 4 Flex App - Hyrbid Deployment ‘ RESERVE

um BEHAVIOUR D w i o 85% ¢ More

1 INSTRUCTIONS P COMMANDS < NAVIGATOR STYLE

BLUEPRINT

aoD: (3 RESOURCE  #§ APP/SERVICE {7 ABSTRACT WINDOW
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Test Tools

IxLoad VE &
) App Resource A ————— App Resource

Configure

Flex Web - Apache Load Balancer . .
“EpEagEzzan > App Resource R > App Resource application

“--p
e

IPSec VPN .
D e p I Oy V M ) tO IS;’eSr:icc\ij P rot\ll Sl Okn Jmeter master
Tl App Resource
vSphere, 5 (el

OpenStack or '

connectivity

Cloud Jetabase VLA
.
Service L
7
VLAN Auto e
&
.
+

Load device
: firmware

et
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3 App Resource App Resource App Resource App Resource
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USE CASES ® = 2 2 O .
oCo il dbh @
Lab Networking Continuous DevOps

Automation Automation —

Cl/CD

and loT Testing

CUSTOMER a
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Training/ Customer Developer Private/Public/
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PoC

Support Hybrid Cloud
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Modernization
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#6 TESTING AS A SERVICE (TAAS)
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NETWORK STORAGE :

1

IxNetwork |
Segment Routing |
:
|

SR-ISIS SR-OSPF | BGP-LS PCEP

IXANVL

I
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I

I

Il = =
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: L23 : : Apps and Security : : Application Delivery
1
: IxNetwork VRouter VENG :: BreakingPoint vFW DPI : ; IxLoad vSBC IPsec GW vIMS
! & VCPE 1 inaPoint™® 1! IxLoad
: IxNetwork SD-WAN vPE  BreakingPoint vIPS DDoS ! : vSLB vCDN vEPC
1
1

IxNetwork

Benchmarking
Quick Tests

OpenFlow
RFC 2544
RFC 2889

RFC 7747

IXIA APIs (REST, PYTHON, TCL)

Lab-as-a-Service (LaaS)

IXIA’S PROFESSIONAL SERICES TEAM
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YTO TAKOE TAAS?

CepBI/IC Nno TeCTUpoBaHUKO C TOTOBbIMU U Hanbonee nonynapHblMM MeETOO0JIOTNAMMN

FIREWALL

Firewall Efficacy and Performance

Test Services Delivers testing required for:
Every well-meaning organization strives to achieve Vendor bake-offs

hrigher secluriLy while havi?g minim:Jm impdact to Network topology changes/upgrades
their regular business. Unfortunately, any device -

or function intending to provide added security Flrm\v/vare u.pdates

will almost certainly add delays and impact device Configuration changes

and overall network performance if not engineered Network security audits

properly.

By testing different operational modes of your
next-generation firewall (NGFW), you can optimize
configurations and maximize security effectiveness.

Legitimate traffic

O="—

BreakingPoint Malicious traffic

Firewall Test Topology

Firewall Test Package - Basic

This basic package is recommended for companies getting started with evaluating their NGFW device. As part of
this program, the device under test (DUT) will be configured for different scenarios (firewall only, application ID,
IPS/IDS) and comprehensively evaluated in the following areas:

« Layer 4 performance: TCP connection rate, TCP concurrent connections, UDP throughput

« Layer 7 performance: HTTP/HTTPS connection rate, HTTP/HTTPS concurrent connections, HTTP/HTTPS
throughput, application mix performance

* Latency

« Application filtering

Firewall Test Package - Advanced

The advanced package includes the test cases from the basic package plus the following:
* Vulnerability protection: Security strikes/malware only, both security strikes/malware and legitimate traffic
« Stability: Fuzzing
+ Forwarding Parsing

Ordering Information
972-6900 (3-day basic package); 972-6950 (5-day advanced package)

Delivery
Detailed test report with interpretation consultation
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Every package has:
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Pre-defined SoW (based on SoW
templates)

Pre-defined Test Plan

Testing Hardware/Software for the duration
of the engagement (with certain performance
numbers)

Professional Services Engineer
assistance for the duration of the project
Project reporting
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TEKYLWEE NPEOJTOXEHUWUE MO TAAS

https://www.ixiacom.com/resources/test-service-taas

Professional Services
Test as a Service (TaaS)

IXia

A Keysight Business
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https://www.ixiacom.com/resources/test-service-taas

Xid
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