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APPLICATIONS + SECURITY
HARDWARE PLATFROM

A Keysight Business



CloudStorm.. PerfectStorm..

» 2.4 Terabit Platform — 200G per load » 960 Gigabit Platform — 80G per load
module module or appliance
» Highest SSL and IPsec performance with * Full crypto - SSL and IPsec

strong encryption
« Expand at your own pace with field-
Linerate 100G Apps + DDoS upgrades

QSFP28, 100/50/40/25/10GE capable * 100G CXP, 40G QSFP and 10/1 SFP+ with
fan-out and small port count options
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CLOUDSTORM™

Cloud-scale Applications & Security Test Platform

M — « 12-slot or 2-slot easily manageable multi-user
' system
 Full crypto - SSL and IPSec

 Line-rate apps + DDoS on a single module

« Complete feature parity with PerfectStorm

T T, 5 oheeds supported — 10G/40G/25G/50G/100G
with speed-down and fan-outs

CloudStorm Fusion CloudStorm Non-Fusion

BreakingPoint

ixLoad IXxLoad
XGS12-HSL Chassis e XGS12-HSL Chassis
XGS2-HSL Chassis » XGS2-HSL Chassis

A Keysight Business
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PERFECTSTORM™

Unified Applications & Security Test Platform

8-ports of 1/10
-/

GE

o
B

with SFP+ interface

XGS2, 2 slots
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» 12-slot or 2-slot easily manageable
multi-user system

* Industry’s leading performance -
80Gbps of application and 20Gbps of SSL,
40Gbps of IPsec performance per card

 Flexible fanout options

PerfectStorm PerfectStorm
Fusion Non-Fusion
BreakingPoint . IxLoad
IxLoad
XGS12-HS/HSL |
CEeE XGS12-SD/HS/HSL Chassis

XGS2-SD/HS/HSL Chassis

XGS2-HS/HSL Chassis




PERFECTSTORM ONE™

[MopTatueHbIn [NTAK Ona TectupoBaHUs KOMMIEKCOB CETEBOU 3aLLUTHI

* Increased portability, reduced footprint and
power consumption (1.5U)

* Industry’s leading performance - 80Gbps of
eeeeeeeeeeeee | application and 20Gbps of SSL and 40Gbps
of IPsec performance per appliance

lstgls2gladglsfsl  ls3aladalslals il

8-ports of 1/10GE with SFP+ interface

 Flexible fan-out options

PerfectStorm ONE PerfectStorm ONE

2-ports of 40GE with QSFP+ interface Fusion Non-Fusion
* BreakingPoint * IxLoad
* |xLoad
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CLOUDSTORM VS PERFECTSTORM
BreakingPoint 8.50

PerfectStorm CloudStorm Performance
(per load module) (per load module) Boost

HTTP Bidirectional Throughput 200G 25X
HTTP CPS 1.5M 3.5M 23X
HTTP CC 60M 120M 2X
SSL Throughput

(AES256-GCM with 2k key) 206G 65G 3.2 X
SSL CPS

(AES256-GCM with 2k key) 125K 320K 2.5 X
Enterprise Application Mix 76G 196G 25X
IPsec Throughput 25G 65G 26 X

This is a subset of the performance matrix; subject to change
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MACLWUTABUPYEMOCTDb L

PasBuBaunte cucrtemsbl Perfect Storm cornacHo Bawmnx I'IOTpe6HOCTe,

* Mogenb Pay-as-you-grow ansa ymeHbLUeHUd
CAPEX

* In-field anrpengbl onga
Non-Fusion =» Fusion
Low port counts =» Fully populated systems
Low speed = High speed (1G>10G)

» [MBKMe BCTpoeHHbIe onuun fan-out




NATIVE IXOS

HoBas ynpouweHHaa apxutekTypa
 Linux-only environment on PerfectStorm ONE, XGS12-HSL and XGS2-HSL chassis — Windows-
free environment
R

« Single management IP
* New IxServer HTMLS WebUI

* New Chassis CLI BREAKINGPOINT IXIA CRASSIS

» Faster system bootup & test initialization

 Existing units are field upgradable S N —— - o
C A  (&Xb#ps//10.c /chassislab/chassisui/#/overview =
» Supports CloudStorm, PerfectStorm, Multis, Novus IXI Chassis Management Console ~ sime 459 (au Juer OGRS o5
and Xcellon-Ultra NP variants, other load modules o A P Ce—

will only be supported on the Windows based chassis © oo T r

OXM1OOGE4QSFP28+ENH+256 "'o ‘a "a “o e G G

(17) [18) [19) [20)
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NATIVE IXOS - YJIYHLWLEHUNA BREAKINGPOINT

» boree BbIcOKad macLTabmpyemMocCTb 1 yny4dlleHHasa cTabunbHOCTb A 6ornee NHTEHCUBHbIX
KoH(urypaumn BPS
* HoBbI MexaHn3Mm Backup/Restore ana BPS

» Local computer
* NFS Share

+ USB Drive

Backup User Data Restore User Data
Updates

Generate and download a backup file Restore user data from a backup file.

ining the data from all users. This will replace all of your existing data
Authentication with that from the backup file.
BAC

Maintenance

Purge Reports

J

Storage All reports will be deleted with this

command, but no tests will be deleted.

RRRRRRRRRRRR

A Keysight Business
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MPOU3BOAUTEJNIBHOCTDb NATIVE IXOS

IXia

HSL OVER HS PERFORMANCE IMPROVEMENTS

XGS Chassis family

IXOS

Protocol Loading

90%

FASTER

Installer Size

60%

SMALLER

er Startup

40%

FASTER

IXNetwork

Start/Stop Traffic

60%

FASTER

Apply Traffic

95%

FASTER

Clear Stats

60%

FASTER

QuickTest

45%

FASTER

n Scripts

50%

FASTER

IxLoad

Regression Run

14%

FASTER

MultiUser Test Time

20%

FASTER

Diagnostics Collection

45%

FASTER

BreakingPoint

est Initialization

50%

FASTER

omplex Configuratio

300%

MORE CARDS IN A TEST

Backup Ope

400%

FASTER
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HOBAA WEB-MNJIAT®OPMA

« HoBbin workflow - Pasgenenue LWWaccu u MO BreakingPoint (HaunHas ¢ sBepcumn 8.40)

« 3arpyska nonb3oBartesibCkmnx ceptudukaton X.509 SSL
anst web-cepsepa

SYSTEM SETTINGS | USERS | LICENSE MANAGER

* YnpasreHue nonb3oBarenaMmm n nNUUeH3npoBaHNEM
OOCTYMHO rnobanbHo n3 web-nnartgopmebl

Updates

Authentication

* 3bpaHHble (“* ) npunoxeHna ansa npsiMoro 4ocTyna
6e3 nornHa

Maintenance

IXIa WEB PLATFORM

Il

TURNED OFF

4

BreakingPoint Legacy Chassis
vvvvvvv 8.30.13.14

BreakingPoint
version: 840140168 | |  version 8.40.16.6

admin NOTIFICATIONS | 0
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IXla WEB PLATFORM >

Upload SSL Certificate

Here you can upload your custom X.509 certificate
PKCS#12 (PFX) file which bundles the certificate, pri

Please note when packaging the PKCS#12 bundle tl
passphrase, due to a current system limitation.

The certificate can be either signed by a public or p
on how to get or generate a certificate, you may co

PKCS#12File ©

BROWSE

Bundle Password @

A Keysight Business




OB30P NMNO BREAKINGPOINT
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TOMOJNIOINMN TECTUPOBAHMUA

[1O Breakingpoint Bocrnpon3soauT pearnbHble CETEBLIE YCINOBUA,
BKIO4Yas macLlutad n cogepxaHuve Tpaduka anst KOMniekCHOW NpoBepKu
YCTPOWUCTB N CEPBUCOB CETEBOU 3aLLMUTHI

Client Side Simulation Device or Network Under Test Server Side Simulation Client-Side Simulation Only Server or Service Under Test

2 Ixia BreakingPoint
Test Equipment

_ Ixia BreakingPoint
Test Equipment

© 2017 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 14 IXIa
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TUNOBDLIE 3A0A4YMN

- @ deploy
y-.—.—. !
{ REST } |eaF[ REST operate
monitor

BHenpeHve n passutume OKcnryatauus n onTuMusaumg ObyyeHne
* [NpuHsATre peleHnn no » [lpoBepka coxpaHeHUs ypoBHSA « TpeHnpoBKa nepcoHana B
KOHKYpPUPYOLWMM NPpoAYyKTam U NPON3BOAUTESIBHOCTM Nocne nabopaTopHbIX YCNOBUAX
TEXHOJIOTUAM NO pesyJibratam N3MEHeHNs KoHurypaumn m » [lpoBepka KkBanuukaumm n
peanbHbIX TECTOB 3(PEKTUBHOCTH NporpamMmMHbIX OOHOBNEHWUM CKOPOCTU peakunn Ha NHUMAOEHT
* OnpepneneHue pasmepa « MpoBepka QOE HOBbIX CEPBUCOB
NHBECTULMIA AN paclunpeHns N UX BAUSHUSA Ha
MHPPaCTPYKTYpbl CYLLIECTBYIOLLME MPUNOXEHNS
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A Keysight Business




PEANTUCTUYHBIN TPADUK

« 360+ npunoxeHumn
« 3800+ rotoBbIX NpodUIenN NPUNOXKeHUN

» [lInHamun4yeckoe n peanmncTtnyHoe
COAEepXaHne B Kaxxgowu ceccum

« Co3gaHue npodunen Harpyskm UMeHHO
BalLEeW ceTu

* O4yeHb BbICOKas NPOnN3BOANTESIbHOCTb

* [locTOAHHBbIE OOHOBIEHUNSA

System Under Test

© 2017 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 16 IXIa
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BA3A ATAK U IXIA ATI

ATI
RESEARCH CENTER

IXIA SECURITY GLOBAL BIG DATA
INTELLIGENCE RESEARCH NETWORK OF SOURCES

- Ixia engineers LABS HONEYPOTS AND » Billions of IPs and URLs
» Security vendors WEB CRAWLERS  Millions of SPAM

» Packet broker flows * Open source data sets
* NEM Interactions * Network intrusions

26 biweekly updates NEW applications NEW DDoS/APT
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NMPUMEHEHWE ATI

Application Inline

Security and Visibility Security

DPI Testing

ThreatARMOR™

Equipment Manufacturers

ol
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KOMMNMNEKCHAA BE3OINACHOCTDb

[TonHaga npoBepka nepumMmeTpa 6€30nacHOCTUN BalLlen CeTu

Largest Collection of Most Complete Set of DDoS, Botnet, and
Exploits, Malware Evasions APT Simulation

« 7,000+ exploits « 100+ evasion « Botnets emulating
30,000+ malware techniques zombie to C&C

* Mobile malware « \alidate against communication

« Strike fuzzing malware polymorphism * Volumetric, protocol,
« Unique attack payloads and application-layer

in each transaction DDoS attacks

© 2017 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 20 IXIa
A Keysight Business




CTPYKTYPA NMPOPUIIA TPADUKA

Application Profile

Browse Application Profiles

Collection of SuperFlows SuperFIow (GMaiI)
Select Application Profile
SuperFlow E—
Collection of Individual Flows
# Protocol Client Server
1 ) DNS Client DNS Server
FIOW 2 Google Mail Client Google Mail Serve:
- : ) e Mai ie r
H H H Collection of Actions 3 Google Mail Client Google Accounts Server
Application Profile -

Name 4 ) Google Mail Client Gmail Attachment Server
He AL T Nare e Sesors A B e NS | B e —
BreakingPoint Business User BreakingPoint HTTP Video 410 2 40.196 0.859 585745
BreakingPoint Cisco EMIX BreakingPoint HTTP Audio 50 2 4.902 0.105 585750 - -
BreakingPoint Cloud Storage Protocols BreakingPoint HTTP Text 60 2 5.882 1.401 52573 Actions
BreakingPoint DDoS DNS Reflect - Attack BreakingPoint SIP/RTP Direct Voice Call (TCP Transport) 10 3 0.980 0.052 237315 #  Action # Flow Source
BreakingPoint DDoS DNS Reflect - Zombie BreakingPoint SIP/RTP Direct Voice Call 10 3 0.980 0.052 236601 1 4 Resolve 1 DNS client
BreakingPoint DNS Cache Poisoning BreakingPoint SMTP Email 100 2 9.804 6.100 20130 2 4 AcceptTLS 2 Google Mail server
BreakingPoint DSL User BreakingPoint AOL Instant Messenger 30 1 2.941 2.785 13226 30 4 StatTis 2 Google Mail client
BreakingPoint Empty BreakingPoint DCERPC 20 1 1.961 38.612 636 4 4 Sign into Gmail 2 Google Mail client
BreakingPoint Enterprise BreakingPoint SMB NULL Session 20 2 1.961 9.788 2509 5 # Response to Gmall Signin 2 Google Mail server

BreakingPoint SMB Client File Download 50 2 4.902 2.353 26094
BreakingPoint Enterprise Datacenter 6 # Resolve 1 DNS client

BreakingPoint NFS 30 3 2.941 10.359 3556
BreakingPoint EthernetIP i 7 # Accept TLS 3 Google Mail server

BreakingPoint PostgreSQL 40 2 3.922 13.530 3630 ) ;
BreakingPoint European Wireless Carrier Daytime 2010 BreakingPoint RTSP 30 3 2.041 4207 8756 8 P g Satms 3 Google Mail client
Bneah'ngPoint European Wireless Carrier Daytime with iPhone 2010 BreakingPoint SSH 10 1 0.980 2.183 5625 ? f Gimall Service Login'Auth.... 3 Google Mall cllent
BreakingPoint European Wireless Carrier Weekday 2010 BreakingPoint FTP 50 5 4.902 5.027 12213 10 ® # Response to Gmall Senvic.. 3 Google Mall Seer

5 - 3 5 2 MAIL favico... le Mail i

BreakingPoint European Wireless Carrier Weeknight 2010 BreakingPoint Google Mail-English 100 K 9.804 2.588 47450 11 * 4 Request the GMAIL favico.. 2 Google Mal client
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PEAJIBHOE COOEPXAHWE (1/2)

.
I Follow TCP Stream

Message Data

Language

~ Stream Content ) . n
CopepxxaHue ceccum BrnnUSIET Ha 30 ENANCEDSTATUSCODES = e
250-BINARYMIME

250-CHUNKING

npon3BoaAnNTEIIbHOCTb CNCTEM 330115

250-STARTTLS

250-X-EXPS GSSAPI NTLM LOGIN
250-X-EXPS=LOGIN Keyword List bomb, subway

* [eHepaunsa oCMbICIIEHHOTIO 2= dwann ermransana B (@

250-X-LINK2STATE e 3
250-XEXCHS0 Attachment Filename

Te KCTa ( Lle I-I M M a p KO Ba ) hz'lz(I)Loger: <sender@example. com> Static Attachment 01SlaveToTheBlues.mp3

250 2.1.0 <sender@example.com>....Sender OK import Static Attachment
Il | RcPT TO: <recipient@example.com>
o 250 2.1.5 <recipient@example.com> Random Attachment?
DATA

) I_IOLIIDIe p)l(Ka C”OBa peM 354 start mail input; end with <CRLF>.<CRLF>

) ||| [To: <recipient@example.com>
o ||| Received: qmail 1486 by uid 2514; wed oct 06 14:25:39

Message-ID: <x‘luT'1:59wu85w£Ph@examp'le.com>
nOﬂ'CTaHOBKa 3HaquMM B X-Mailer: Microsoft outlook Express 6.00.2800.1158
|| pate: Thu Mar 24 10:33:27 -0500 2011

Subject: , was in many ways one of the scaliest

CL"e H a p I/I I/I From: <sender@example. com>

arms! He unclosed his eyes and saw again the water below]subway] He reflected awhile,
rglxmg hi?dnos(e‘ gndkcheeks wog'ld be]gn"l?; touc?gdkby tne froi.d :fur Che fige mﬂstfe:red it, and
all was cold and dark. Try as he would, he cou eep his naked feet warm by the fire, snapping
e ﬂMHaMMl—IeCKaﬂ reHepaL"Mﬂ and crackling and promising life with every dancing flame. This process continued, spreading out
and involving the whole tree. He gave a huge howl of joy, and knocked the dog down with a heavy
o coffee-pot_laid him upon the floor. It meant_Tlife, and it had inherited the knowledge. Each time
he had pulled a twig he had communicated a slight agitation to the tree--an imperceptible
aMJ-IOB agitation. so far as he was concerned, but an agitation sufficient to bring about the disaster.
The exposed fingers were quickly ?oing numb again. They hid pools of water under the snow and
cuddle its warmth away from the place where he had been a long time under water; he was now
merely the fierl heart, without material substance, he swung through unthinkable arcs of
oscillation, 1ike a diagram in a lesson in perspective. It is now dry and would burn Tike tow.

Message Wordcount Min

Message Wordcount Max

m

 MHoroasblkoBas nogaepxka | o

Ao
(eCTb pyCCKM M ) lgg{TZ. 0.0 service closing transmission channel -
Entire conversation (2148 bytes) E ) ASCI ) EBCDIC ) HexDump ) CArrays @ Raw
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PEAJIbHOE COOEPXAHWE (2/2)

I noticed it first that night he came to see me, with a what-d'-you-call-it of
diamonds in it. Stout work! I'm going to chuck a future like this for anything
under five hundred o' goblins a year--what?*‘I know it came somewhere between
the first of January and the thirty-first of December. It was one of the artists. As
a lad who has always rolled tolerably free in the right stuff, I've had lots of
experience of the second class. Fortunately, he seemed to be brooding about
something--and I'm with him--is a corker. Then we parted with what I believe
are called mutual expressions of goodwill, the Birdsburg chappie extending a
cordial invitation to us all to pop out some day and take a look at the new water-
supply system. Precisely, sir.”’I should be wanting to go back to England, and I
didn't wonder at his wanting to be pretty busy.Yes, sir. Reggie, he said. You were
in the dining-room, the biggest feat since Daniel and the lions' den, without a
quiver.“Jeeves, this is getting a bit too thick if he was paid to do it by the
nation.”And what with brooding on this prospect, and sitting up in bed and spilt
the tea.

ut I couldn't get rid of the feeling that, sooner or later, I should inform her ladyship that his lordship would be her
lyship's son. Hold the line.“The days down on Long Island have forty-eight hours in them; you can't get out of
t--really finished?””Which was an instance of the irony of fate, Bertie, I want you to suggest some way by which Mr.Do you
wish me to accompany you, sir. We had a great time I say, I take it that Mr. I jumped backward with a loud yell of
uish, and tumbled out into the hall just as Jeeves came out of his lair.Why interfere with life's morning? If I had half
eeves's brain, I should be grateful if you would explain. I didn't do anything of the kind.

HTML+Mapkos+Random CSS
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.

What do you call a grizzly bear
with no teeth?

A gummy bear
Hmmm, no idea?
Hahahaha
Thanks, that should do it.
no problem

just found out my friend got a
baby

maybe i should hang out on FB
more often

Mapkos + Yar

IXia
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#1 Conditional requests in applications

Action Value

OAWHAMUWYHBIE CUMYITALUNU

Applications (npoTtokorsbl) 1 actions 2 b5 et comec
(oenctBud) MoryT ObITb NocnegoBaTesibHO A
CBSA3aHbl M HACTPOEHbI ANs CUMYNALUK
OVHAMWUYHOIO OKPY>KEHUS

4 4 Conditional Request

=] Transaction Flag Conftinue

= Wait for Success true
\ # Match 220.%\r\n

" 4 Match < Enter 3 Match String >
Conditional Requests (3anpochkl ¢ ycrnoBnem) . tch String >
Dictionary commands (nons n3 cnosapsi/danna)  wsws —

Add Split Dictionaries ’ :
a A
Add Markov Dictionary 2 44 Add Dictionary

Raw commands (npoun3BorbHble KOMaHAbl) pddusemanefoanan ocsarares 5 ocoray e Fo

:E] Dictionary Delimiter Ty... New Line
E Dictionary ID 0
=] Dictionary Custom Deli...

#2 Dictionary commands lets you /= Dictionary Fie username_lst.txt
insert user specified values

14 ; Raw Message L2k 1 DNS
15 4 4 Raw Message L2k 2 Facebook
. =] Transaction Flag Continue FezL?)
#3 Raw actions let you craft your o s Loay Foo e (96
own command within an application. = sting (2@
=) Disable Newline false /D@

[ Filename flamepost /(G &
e
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COOEPXAHWE MMEET 3HAYEHMUE!

[Mpumep#1: PeanbHbIM NPOKCH
CuHTETUYECKNN TpaUK JaeT HEBEPHYIO
OLIEHKY MPOU3BOANTENBHOCTU

Max Bandwidth (Mbps)
Realistic Data
Fake Data m
260 360 460 560 6(I)O 760
CPU Load (%)

Realistic Data
Fake Data

50 60 70 80 90 100

HTTP transactions / sec

Realistic Data
Fake Data
80000 85000 90000 95000 100000
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Mpumep#2: NG daepson ¢ IPS
CTaTu4yHOe codepXxaHue onpeaeneHHoro Buaa Moxer
ObITb MHTEPNPETUPOBAHO KaK onacHoe

Max Bandwidth (Mbps)

Fake (0123..)

Fake (0000..)

200 300 400 500 600 700
CPU Load (%)

Fake (1234..)
Fake (0000..)

50 60 70 80 90 100

HTTP payload with all ‘0000s’ vs ‘012345..9’

A Keysight Business




#2: TECTUPOBAHUWE CUCTEM DLP

* [eHepaunsa MOLLIHOro NoToka
pearnbHOro Tpaduka c
noaMeLunBaHUEM KITHOYEBBIX
CINoB

« Kaxable X cekyHa nnn Y
NOTOKOB

 [leTanbHble OTYETHI MO
KaXkgomy CoObITUIO
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Lawful Intercept ... @ Browse Tests ?

Environment

Device Under Test
Network Neighborhood
Background Traffic
Flows Per Second

Concurrent Flows

Data Rate

Import Test

Target1 [V Active

Super Flow | BreakingPoint Google ﬁ Browse (®) Every
Type l Credit Card Number ~| 00 5

Hours Minutes Seconds

lBreaklngPoint Default ‘ Browse
lBreakingPoim Switching ‘ Browse
[E}reaklngPoim Enterprise ‘

(1,000 |

O Every

flows

| 10,000 ]

Target2 [ ] Active

| 200 |
megabits per second

Super Floy

Type

Credit Card Number

Type

American Express

Target3 [ ] Active

Quantity American Express

Super Floy

Discover
ype Mastercard

Visa

Reset to defaults Test Duration m : m : m Save As

Export Test

IXia
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FrEHEPALUNA DDOS

Environment Map

[Togaep>kka stateless, e

stateful TCP/UDP u atak r—
DDoS ypoBHS1 npunoxeHun _:[.,._M.@:. p— -L

Co3gaHue Mukca
NerMTMMHoOro Tpaduka um e e | S e

81.128.0.1 24 81.128.0.2 24

Tpadmka DDoS

81.128.0.2 81.128.0.1

This network simulates 2 group of client

rOTOBble Lua6_r|OH bl aTaK endpoints and a group of servers. In order to

communicate to each other the hosts can go
through z network inline device like a router or a
transparent device that serves as the device

MNopaep)xka reoniokaumm e —_ : <

Network details:

M Two physical test interfaces are used to host the
O I.U' H OCTb simulated clients and the servers respectively, —

which will be logically sitting behind virtual

Background Traffic *

Co3gaHne cBouX atak pR -

0 20 40 60 80 100 120 140

Test Status Export Import Reset Defaults
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OTKA30YCTONYUBOCTb CETW

Fuzzing Application Protocols Original: GET/HTTP/1.1

TEG/HTTP/1.1

_ _ _ {{{IHTTP/ A
 Validates integrity of protocol stacks GET ™" HTTP/1.1

and robustness of your devices with GET / %n%n%n%n

malformed packets SET /1 PTTH
GET/HTTP%n%n%n%n1.1

e (Generates corru pt data by mod |fy| ng Fuzzing a single HTTP Get request flow could

surpass 100,000 requests at runtime.

part of the packet

o Random or user-defined payload U X

o Data rates: constant, range, random Smmmmmm——

o Bad IP version, checksum, options; T
bad TCP options, urgent pointer, etc. | et

o Pseudo random number generator [

Bad IPv4 Flags

(PRNG) seed for repeatable testing ot et O

Bad IPv4 Checksum
© 2017 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 28
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o
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LIMPOTA CUMYNALUUN CETEBOIO JOCTYINA

« Subscriber network connection emulation
across multiple underplaying infrastructures
o DHCPv4/6
o VLAN (802.1Q, QinQ)
o Virtual Router instances
o GTPv1/v2

« Extend application and security validation in
the context of IPv6 readiness

* Integrate with IPv6 transitioning technologies:
o DS-Lite, 6rd
o DHCP-PD
o SLAAC
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ADD NEW ELEMENT

EXPAND ALL | COLLAPSE ALL

N

IP Infrastructure

Interface
VLAN
IPv4 DHCP Server
IPv6 DHCP Server
IPv4 Router
IPsec IPv4 Router
IPv6 Router
DS-Lite B4
DSLieAFTR /|

IP Configuration

Endpoint
LTE ADD NEW ELEMENT

IP Infrastructure

Mobile Configuration
3G

v Vv Vv Vv Vv Vv

IP Configuration

Endpoint
LTE

Mobile Configuration
3G

» Untagged Virtual Interface

> ’ IPv4 External Hosts

EXPAND ALL | COLLAPSE ALL

IPv6 External Hosts
IPv4 Static Hosts
IPv6 Hosts

IPv4 DHCP Hosts

6RD Customer Edge Routers
User Equipment )

—— —bfd—
L ®* [ |Pv6 Core Network
B4 AFTR
DS-Lite

IPv4 Hosts

Public Servers (IPv4)




TEXHOJIOIU IPSEC VPN

Branch Office

* PeanuctnyHasa amynauns IPsec ¢

Headquarters

YYETOM OTpAacrieBbIX CLieHapueB " S =] l‘!
o Site-to-site u remote access VPN s
5 IPsec VPN Gw (_ g ’ B
o TMpUNOXeHNs, MHKaNCYNMPOBaHHbIE B e - =
IPseC *Road Wertior” Re/mote Access IPsec IPsec VPN Gw | =
o Fuzzing nosepx IPsec . I )

-

o YHUgununpoBaHHOEe TECTOBOE IPsec VPN Client
pelweHne ana opaHgmayapos, UTM n
NHTErpPUpPOBaHHbIX YCTPOWNCTB
6esonacHoOCTH
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FTOTOBbLIE METOOUKW

BbICTpbI cTapT, coKkpalleHne BpeMeHn Ha pa3paboTKy MeToa0mnormm

NGIPS, NGFW, SSL/TLS, SD-WAN
« UDP Raw Performance and Latency
* Maximum TCP Capacity + CPS
* Maximum HTTP Capacity
» Real-World Traffic Mix Performance
* Protocol Fuzzing and Mutation
» Denial of Service, Evasion and Exploits
« Stability and Security - Attack Leakage
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BreakingPoint Systems - 10.1.2.102

Control Center Test Managers Help

(® Resiliency Score

Switch

Router

Firewall

Load Balancer

Proxy

Intrusion Prevension System (IPS)
Unified Threat Managament (UTV)

Reserve Ports
Lhoose Your Pods

Device Capacity
1 Gigabit

Testing Catagories

Full v Sessions
v Robusmess

* Quick v Throughput
v Secunty

Report Name
Firewall Repor{

tome> Test Labs

mm'ﬂ

DUT Address:192.168.50.1 DUT Address:192.168.51.1
Network:192.168.50.024 Network:192.168.51.0/24

Gateway:192.168.50.2 Gateway:192.168.51.2
Network:192.168.50.0/2 44444 44444
Min-192.168.50.3
Max:192.168.50.254 LA Err>
a

interface 1 4 4444

PErr>

FIREWALL

A device which connects mulliple layer 3 networks and applies a securily policy to rafic passing through. The
device will be tested based on ils performance passing speciically alowed affic and its ability o wihstand
packet and profocol comuption. Two interfaces on he firewall will be used in this test. with no NAT.

» P> rp interface 2

Network:10.0.0.0/8
Min:10.0.0.1
Max:10.255.255.254

A
A
A
A

A

E— |

A Keysight Business




BREAKINGPOINT - MPEUMYLLUECTBA

 MopaepxmBaeTcsa Ha OU3NYECKUNX, BUPTYarbHbIX U NyONMYHbIX 0bnadHbIXx nnatdopmax

* [lonb3oBaTtenbcknn nHTepdenc HTLMS (yctaHoBKa nporpaMMHOro obecneyeHms KrnmeHTa
He TpebyeTcs)

* bonee ObLICTpPOE TECTUPOBAHUE, NyyLlast NPON3BOANTENBLHOCTb

* JlnueHsnpoBaHue no npuHUuny «Bce BKHOYEHO»

« REST APl n TCL API ana aBTtomartusaumm n opkecTpaumm

* BCcTpoeHHasi OTYETHOCTb U CTaTUCTUKA B pearibHOM BPEMEHMU

 [Mognepxka aBTopmn3sauun ¢ nomouibto TACACS+

* EOVMHCTBEHHOE PELLEHME Ha PbIHKE, COeAUHSsIoLLIEE NPON3BOACTBEHHYIO CETb U
nabopatopwuto (¢ TrafficREWIND)
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DEMO
BREAKINGPOINT
DDOS ATTACK

A Keysight Business



CUSTOMER USE CASE ;
VALIDATE DDOS MITIGATION - FINANCIAL EX,

Customer
« World’s leading derivatives marketplace

« 3 billion in contracts annually

Need

« Validate DDoS mitigation service provider
« Reduce mitigation time

* Improve cyber attack readiness

Results

* 10x Improvement of DDoS protection activation speed

« |Improved cyber resiliency and readiness



CUSTOMER USE CASE
VALIDATE DDOS MITIGATION - FINANCIAL EXCHANGE

DDoS Service Provider

DDoS

lelelelzlzz / Suppression
' fooeeee e I

Legitimate
Application Traffic

I
Forensics — == «_ Target Web
BreakingPoint B Servers

Load Generation
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CUSTOMER USE CASES
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TECTUPOBAHUWE — NGFW/IPS/DPI/UTM

Emulated Apps
Emulated Attacks
Traffic Path
SW/RTR SW/RTR ‘ .
(Botnets) l \
(Malware) - ‘

=
'/'

N
(Vulnerabilities)
Security Strikes
E —

Network Security Infrastructure Server/Internet

Test Methodologies

Internet scale | Realistic application mix | Variety of security attacks | Up-to-date ATl | Dual-stack | Mobile transport
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TECTUPOBAHWE - SLB/WAF/PROXY

Emulated Apps
Emulated Attacks
Traffic Path

7 1\
mi

SLB/WAF/Proxy

(Botnets)
(Malware)

(Vulnerabllltles)
Securlty Strikes
E AppSIm

Test Methodologies

SW/RTR

Network Security Infrastructure Servers/Enterprise

Performance | ClientSim | ServerSim | Up-to-date ATI | Security | Dual-stack
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TECTUPOBAHWE — DDOS MITIGATION

Emulated Apps
Emulated Attacks
Traffic Path

DDoS Mitigation

SW/RTR

SW/RTR l‘ .\

'I'

(Stateless)

N
(Stateful)
DDoS Attacks
App Transactlons

App Transactlons\

Network Security Infrastructure Server/Enterprise

Test Methodologies

Large scale distributed DoS attacks | Legit application transactions | Up-to-date ATl | Easy-to-use DDoS Lab
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TECTUPOBAHWE — LAWFUL INTERCEPTION (LI)/DLP

Emulated Apps
Emulated Attacks
Traffic Path

LI/DLP
SW/RTR

SW/RTR l‘ .\
mi

=
'/'

7z

N
AppSim Background
E App Transaction w/token

Test Methodologies

Network Security Infrastructure Server/Internet

“‘Needle in a Haystack” | Up-to-date ATI | Dual-stack | Mobile transport
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TECTUPOBAHUE - ROUTER

IXIA/BPS

IXIA/BPS

Router

uzzer

SessionS

ender

g N
IP Fu
E < SessionSender

7z

Emulated Apps
Emulated Attacks
Traffic Path

P7 |\
mi

=
'/'

Test Methodologies

Internet scale | IP Fuzzer |

Network Security Infrastructure

Session Sender | Dual-stack

Server/Internet
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TECTUPOBAHMUE - EMAIL SECURITY

IXIA/BPS

IXIA/BPS

hing/Malware

Test Methodologies

N
SPAM/Phis
E < Email/ Webmail

SW/RTR

Email Gateway

SW/RTR

Emulated Apps
Emulated Attacks
Traffic Path

P7 |\
mi

=
'/'

Email/Webmail

Network Security Infrastructure

Performance | Markov | SPAM | Phishing | Malware | Dual-stack

Email Server/Enterprise
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#1: BbIBOP NOCTABLUUKA

4 n3BecTHbIX nocTaBwumka IPS

10 GigE Internet
Client Side IPS/IDS Server Side

10 GigE@ 10 GigE

100,000 Clients 100,000 Servers

10 GigE
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#1: NNNAH TECTUPOBAHUA

* [lponsBognTeNbHOCTL HA NETMTUMHOM Tpaduke
« L3 Maximum Packet Forwarding for Different Packet Size
L4 Maximum TCP/SEC, TCP OPEN and TCP Bandwidth
L7 Maximum HTTP/SEC and Mix of Application Protocols

* OMPPEKTUBHOCTb HA HEMETMTUMHOM Tpaduke

o KoMnnekcHbIN TECT HA NETMTUMHOM U HENETMTUMHOM Tpacbleax
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#1: L3 UDP STATELESS

PesynbTaTthbl TecTa

64 Bytes 1.7 Gbps 2.8 Gbps 0.45 Gbps 1.1 Gbps
512 Bytes 4.8 Gbps 9.3 Gbps 3.3 Gbps 4.2 Gbps
1518 Bytes 16 Gbps 9 Gbps 10 Gbps 5.3 Gbps
4096 Bytes NA 19.8 Gbps NA NA

Latency [uSec] 34 uSec 31 uSec 250 uSec 150 uSec

JNTlyywne pesynerathl - Bengop 2 v Bengop 1
Xyawme pesynsratel — Bengop 3 n BeHpop 4
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#1: L4 TCP & L7 HTTP

PesynbTaTthbl TecTa

TCP RATE 40,000 750,000 90,000 250,000
TCP OPEN 2,000,000 5,000,000 3,983,786 6,000,000
TCP BANDWIDTH 6.5 Gbps 10 Gbps 5.5 Gbps 6 Gbps
HTTP RATE 25,000 140,135 18,000 75,000
HTTP OPEN 800,000 3,000,000 1,790,000 4,200,000
HTTP BANDWIDTH 3.1 Gbps 10 Gbps 5.1 Gbps 6.35 Gbps

JNlyywne pesyneratbl - BeHgop 2 v BeHpop 4
Xyawme pesynsratel — Bengop 1 n Bengop 3
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#1: MUKC NMPOTOKOJIOB L7

PesynbTaTthbl TecTa

SESSION RATE 7376 53594 24924 30,000
SESSIONS OPEN 16469 21251 18877 108,000
BANDWIDTH 0.58 Gbps 3.8 Gbps 1.3 Gbps 2.6 Gbps

Jlyywne pesyneratbl - BeHgop 2 v Benpop 4
Xyawme pesynsratel — Bengop 1 n Bengop 3
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#1: TONNbKO ATAKU

PesynbTaTthbl TecTa

444 ATTACKS SEED 1
444 ATTACKS SEED 1000 99 228 68 311

JNMyywne pesynesratel — BeHgop 1 n BeHgop 3
Xyawwme pesynsratel — BeHaop 2 n BeHpop 4
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#1: MUKC NETUTUMHOTIO TPAPUKA U ATAK

PesynbTaTthl TECTA

SESSION RATE 4,300 50,000 16,500 30,000
SESSIONS OPEN 110,000 40,000 108,000 88,000
BANDWIDTH 0.35 Gbps 4.1 Gbps 1.3 Gbps 2.6 Gbps
444 SEND ATTACKS 20 208 42 192
PRICE © © © ©

BeHgop 2 ny4dwunin no NpomsBoanTENbHOCTU, HO XyALWwun no 6e3onacHOCTU
BeHngop 1 ny4dwunin no 6e3onacHOCTU, HO XyALKA NO NPON3BOANTENBHOCTU
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#2: TECTUPOBAHUWE CUCTEM DLP

* [eHepaunsa MOLLIHOro NoToka
pearnbHOro Tpaduka c
noaMeLunBaHUEM KITHOYEBBIX
CINoB

« Kaxable X cekyHa nnn Y
NOTOKOB

 [leTanbHble OTYETHI MO
KaXkgomy CoObITUIO
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Lawful Intercept ... @ Browse Tests ?

Environment

Device Under Test
Network Neighborhood
Background Traffic
Flows Per Second

Concurrent Flows

Data Rate

Import Test

Target1 [V Active

Super Flow | BreakingPoint Google ﬁ Browse (®) Every
Type l Credit Card Number ~| 00 5

Hours Minutes Seconds

lBreaklngPoint Default ‘ Browse
lBreakingPoim Switching ‘ Browse
[E}reaklngPoim Enterprise ‘

(1,000 |

O Every

flows

| 10,000 ]

Target2 [ ] Active

| 200 |
megabits per second

Super Floy

Type

Credit Card Number

Type

American Express

Target3 [ ] Active

Quantity American Express

Super Floy

Discover
ype Mastercard

Visa

Reset to defaults Test Duration m : m : m Save As

Export Test

IXia
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#3: TECTUPOBAHUWE COPM

l Mynet
| COPM

Touka gemapkaumm HI1v  HI2 , HI3 . HI2 - Nepexsar
HI3 -~ KoHnTtenT

Oneparop cBA3n
Arperarop

(

——— —— — - - —— —— — -
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#4: KWBEPNOJIMITOH, TPEHUPOBKA U INMPOBEPKA

Data Retention Data Retention

Green Team !
Simulation Network Application Infrastructure

Infrastructure Simulation

Red Team
Simulation

Ixia BreakingPoint .
© 2017 KEYSIGHT A Test Equipment IXIa




 |PERF nokasbiBaeT
npeKkpacHble
pes3yneraThbl

* [lpn paboTe B
peanbHoOu ceTun
OTKI1tO4aeTca vyepes 2
MUHYTbI
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ert 2.2 Network peric aNCe measureme yraphical tool

Iperf command:

Choose iPerf Mode:

il Print MSS

Bandwidth

Transport layer options
Choose the protocol to use
@ TCpP
Buffer Length
TCP Window Size I ’
Max Segment Size

TCP No Delay |

uDppP
i 5

H Time (sec)

IP layer options

Clear Output on each Iperf Run

Clear now

Save

53
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#5: NMNNAH TECTUPOBAHUA

1. lNponsBoguTenbHOCTbL HA pasHbIX Npodunnsax Tpadgpuka L7
« HTTP
* Enterprise MIX

2. [NlpoBepka mexaHn3MoB 0OpaboTKM ceccun
« CkopocTb 06paboTkn ceccum
« Konnyectso oOHOBPEMEHHbIX CECCUM

TecT ycnelleH, ecnm TpadouKk XoauT 5 MUHYT
[TpoBepsem c nomoulbto IXIA BreakingPoint Virtual Edition
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#5: HTTP TPA®UK NMOKA3AN NPEKPACHbIN PE3YNbTAT

[MponssoguTenbHocTb Ao 1 '6ut/c
Megabits/s

1,000 -
900 -
850 -
800 -
750 -
700 -
650 -
600 -
550 -
500 -
450 -
400 -
350 -
300 -
250 -
200 -
150 -
100 -
50 -

0

Megabits/s

0 25 50 75 100 125 150 175 200 225 250 275 300 32
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#5: HA ENTERPRISE MIX YCTPOUCTBO OTKA3ANO

20 cekyHa paboTbl NpMBENN K NOSTHOMY OTKa3y YCTPOMNCTBA
Megabits/s

70
65 -
60 -
55 -
50 -
45
40

35

Megabits/s

30

251
20

15

10

S 4 \

0 ¥ v T T T T
0 5 10 15 20 25 30 35 40 45 50 55 t
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#5: ULLEM NPUYUHY — CKOPOCTb OBPABOTKW CECCUMN

2500 ceccun B cekyHOy — YCTPOUCTBO yMUpPAET vyepesd 27 CeKyHa
TCP Sessions/s

2,500 1
2,250 -
2,000 -

1,750 ¢

-
w
o
o

1,250 1

TCP Sessions/s

1,000 1

750 1

500 4

250 -

0 S 10 15 20 25 30 35 40 45 S0 55 60 65

© 2017 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 57 IXIa
A Keysight Business




#5: ULLEM NPUYUHY — CKOPOCTb OBPABOTKW CECCUMN

825 ceccuin B cekyHOy — ycTpoucteo ymumpaet yepesd 80 cekyHa
TCP Sessions/s

-~

o w
o o
8 P

o 10 20 30 40 S0 60 70 90 100 110
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#5: ULLEM NPUYUHY — CKOPOCTb OBPABOTKW CECCUMN

400 ceccuun B CEKYHOY — YCTPOMNCTBO NPOXOAUT TECT

TCP Sessions/s

400 -

350 -

300 -

N
o
o

TCP Sessions/s
v
o

100 -

50 -

0 25 S0 75 100 125 150 175 200 225 250 275 300
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#5: MLLEM NMPUYHYUNHY

[Mpepen 63500 ogHOBpPEMEHHbIX CECCUN
TCP Sessions

110,000 -
100,000 -
90,000 -
80,000 -

70,000 -

60,000 -

50,000 -

TCP Sessions

40,000 -

30,000 -
20,000 -
10,000 -

0 25 S0 75 100 125 150 175 200 225
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#5: ALLEM NPUYUHY - OBLWWEE YXUCITO CECCUU MNMPU OTKA3E
Bo Bcex He NMponaeHHbIX TecTax ObiNo 63500 OTKPbLITLIX + 3aKPbITbIX CECCUN

TCP Sessions

TCP Sessions TCP Sessions
90,000 - —
82,500 - 65,000
75,000 - 60,000 -
67,500 - 55,000
50,000
60,000 -

«» 45,000
52,500 - | § 40,000 -
45,000 - § 35,000 -
37,500 0, 30,000

-
30,000 - 25,000 -
20,000
— y 15,000
15,000 - / 10,000 -
7500{ 5,000 -

0 S 10 15 20 25 30 35 40 45 S0 S5 60 65 0 10 20 30 40 50 60 70 80 9 100 110
2500 ceccuin B cekyHay 825 ceccui B cekyHOy
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#5: BbiBO[4bl

« HecmoTpsa Ha BbICOKYHO MPOMYCKHYO CMOCOOHOCTL, YCTPOWCTBO HE
MOXET CNpaBnUTbCA C HEDOMNbLLOW pearisHOW Harpy3Kom

 HecmoTpsa Ha TO, 4TO 3TO OLIN PoyTep ( No 3asiBNeHunto BeHgopa),
OH paboTan Ha ypoBHe 4

* OCHOBHOW BbIBOA TECTA — YCTPOMCTBO HE rOTOBO K MCMNOMNb30BaHUIO
B paboyen ceTtu

* [lpnynHom okasancsa 6ar o4MCTKM Ceccuin BHYTpU yCcTponcTea. Ero
00 CUX MOp He YyCTpaHunu ...
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BREAKINGPOINT VIRTUAL EDITION (VE)
OBb30PHAA HACTDb

A Keysight Business



PELLWAEMbBIE 3A0A4YN

TectupoBanme VNF,

ObecneyeHne KadyecTBa
NFV, uenoyek

cepBuca
CEepBUCOB P
» TecTupoBaHne  [loaTBepxaeHne
NpPOn3BOAUTENBHOCTM NpPoOn3BOAUTENBHOCTM
N KayecTBa

-
€ ——

<[

@' i P [=2 @' ot

J )

2% > | opensmckoemens ‘l
/ w W g"ﬂ'\“’“‘“‘“‘ y! W
Compute letworking i N i

&
= OPENSTACK
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SDDC (Software

Defined Data Center)

* [Mbkada, ocHoBaHHas
Ha 1O moaenb
pa3BepTbiBaHUSA byaeT
pacTn BMECTE C
BalUMM gaTta-LeHTPoOM

 Train your people and
Improve cyber
resiliency and
readiness

- -
A Keysight Business




BREAKINGPOINT VE

MoLlb 1 rMOKOCTb NMUMAOVPYIOLLIETO MPUNOXKEHUS ONSA peLLEeHNs 3a4a4 B
obnacTtn 6e3onacHoOCTU

« CamocToaTernbHbIN NPoaykT Ixia

* [mbkasa cuctema nUUeH3nn No PyHKUNOHAM N YPOBHAM
NPON3BOAUTENBLHOCTH

* BO3MOXHOCTU CTPOUTb TECTOBbLIE OKPYXXeHUs noboro macitaba
noboe Bpems, Be3ge

 [lpocTas n bbICTpas Moaenb pasBepTbiBaHUS

* EOnHBIV nHTEepdenc ynpasneHns msanvyeckumm n BupTyanbHbIM
noptamu 45 TeCToB

« REST API gns aBTomaTtmsauum n opkectpaymm

ty Testing
rise-Wide Application and Security
Enterprisé” INZ1
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BPS-VE - CULEHAPUN
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PASMELLEHWUA

Pa3melleHue Ha OOHOM XOCTe

» vController n vBlade HaxogaTtca Ha ogHOM (bn3nyeckom
(BO3MOXHO NpumeHATb a0 12 vBlades ¢ ogHum
vController)

» vController peann3oBaH Kak BUpTyanbHasi MallnHa
 vBlades Toxe BupTyanbHble MmawwmnHbl, OC - Linux

Pa3melleHMe Ha HECKOJSTIbKMUX XOCTaX
« vController HaxoguTcs Ha OQHOM XOCTe (BO3MOXHO C
Heckonbkummn vBlades )
« [pyrue xocTbl HecyT Ha cebe Tonbko vBlades

Ba)xHo

Tpauk eeHepupyemcs U mepMuHuUpyemcs ecezda Ha
0OHom vBlade (aHanosu4HO annapamHyou peanu3sauuu)

IXia

A Keysight Business




MOJEJIb PASBEPTbIBAHUA

2245
vController

BPS vBlade

Lab Mgmt
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vController — BUpTyanbHbIU KOHTPOSMEpP CUCTEMbI
 [MopoepxunBaet go 12 vBlades n oo 96 vPorts
* Ynpasnset vBlades Ha pasnnyHbiX PUsnyYeckmnx
cepBepax
» Tpebyet muHumym 8vCPUs, 8 GB RAM, 110 GB HDD
vBlades — BupTyanbHble MOAYyNn TeCTUPOBaHUSA
» Kaxxgoe vBlade moxeT HecTn oT 2 0o 8 nHtepdencos
« Kaxxgoe vBlade nmeet nHrepdenc ynpaeneHumd

* PekxomenposaHo 4vCPUs, 8 GB RAM, 14 GB HDD

« 1vCPU/2 GB RAM (gnga 6a3oBoi Npon3BOANTENBHOCTHN)
« 2vCPU /4 GB RAM (anga noBbILLEHHOWN NPON3BOAUTENBHOCTI)
« 4 vCPU /8 GB RAM (ana makcumanbHOW Npon3BoaNTENBHOCTI)

PasBepTbiBaHUue
« ABTOMaTM3auUns pa3BepTbiBaHNSA BUPTYasibHbIX KOMMOHEHTOB
» Bo3amoxHocTb 06HOBNATL 1O 6€3 NoBTOPHOro
pa3BepTbIBaHUS
» Ctatnyeckasa unu guHamunyeckas agpecaumsd o
 [Nogoepxka REST API ans asTomatmnsaumnm IXIa




NMOAAOEPXUBAEMbBIE NMNATPOPMbI

Hypervisor
7
Host OS

YnpaBneHue u
opKecTpauus

CeTteBble
coeAuNHeHUA
vNIC-apanBepa

Tvunbl
BUPTYalibHbIX
KOMMYyTaTopoB

*  VMware vSphere ESXi 6.X

. KVM over CentOS 7.X
« KVM over 16.04 LTS

OpenStack Mitaka and Liberty (vanilla distribution)

Performance Acceleration VMXNET3 (VMware)

Virtual Enabled (DPDK)

Switch Performance Acceleration VMXNET3 (VMware)
Disabled (DPDK) VIRTIO (KVM)

PCI Pass- Intel 01G igb (VMware)

Through Intel 10G ixgbe (VMware)

SR-I0V Intel 01G igb (VMware)
Intel 10G ixgbe (VMware)

+ Virtual Standard Switch (only on VMware)
* Linux Bridges (only on KVM)
* Open Virtual Switch (only on OpenStack)

Henb3a ucnonb3oBaTtb annapartHblie N BUpTyalribHbl€ NMopTbl B OAHOM TECTE

VMware vSphere ESXi 5.X

KVM over CentOS 6.X
KVM over Ubuntu 14.04 LTS

KVM over RHEL 6.X
KVM over RHEL 7.X

VMware vCenter 5.X
VMware vCenter 6.X

Other OpenStack-based platforms (vanilla distributions)
Other OpenStack-based platforms (vendor-specific distributions)

N/A

 Virtual Distributed Switch (only on VMware)
* Open Virtual Switch (only on KVM)
* Linux Bridges (only on OpenStack)



BPS-VE JIETKOCTb PA3BEPTbIBAHUE

Moaenb nogkrnoyeHUA/HaCTPOMKM AOCTAaTOYHO rMOKas U npocTas
vController n vBlade Ttakke npeactaeneHbl pasgenbHbiMm OVA nnn QCOW2 obpaszamu

BoamoxxHo nogkntoyatb u otkntodaTh vBlade ¢ vController uepes web GUI unu REST API
HacTtpanBaemasa ctatnyHasa unn DHCP cBaszaHHoOCTbL Mexay vController n vBlade

IXlA WEB APPS

USERS

SYSTEM SETTINGS

VM DEPLOYMENT

Create Virtual Blades

Manage Virtual Chassis »
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Slot Number
Slot 1
Slot 2
Slot 3
Slot 4
Slot 5
Slot 6
Slot 7
Slot 8
Slot 9
Slot 10
Slot 11
Slot 12

ADMINISTRATION

|E3] ASSIGN VIRTUAL BLADES TO EMPTY SLOTS

Machine Name
slot empty
slot empty
slot empty
slot empty
slot empty
slot empty
slot empty
slot empty
slot empty
slot empty
slot empty

slot empty

Management IP

Add IPs on empty slots

Slot 1P

Slot 1 192.168.1.1

No. of Test Interfaces

Hypervisor

IXia
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NIMUEH3UWPOBAHMUE

 All-inclusive nnuueH3nsa oTkpbIBaeT BECb OYHKLMOHAnM

* Bce BbIxogsiLme HoBble beHKLI,VII/I AOCTYIMNHbl B paMKaXx JIMLEH3NU

o Tunbl INLEH3UN:

1G-Tier 10G-Tier
o 1Gbps of throughput o 10Gbps of throughput
o 2M concurrent Superflows o 20M concurrent Superflows
o Single security and security NP component o Two security and security NP component

* BO3MOXHOCTb nepemMeLlaTb NMUUEH3NN MeXOy NHCTaNnNauMaMmm nnm ncnonb3oBaTtb eanHbIN
cepBep NULEH3UN

* JlnueH3nmn GrnoknpyoTcs NpyM akTMBHOM TecTe
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MPOU3BOAUTEJIBHOCTb

MpousBoanTenbHOCTL — C NpMMeHeHnem vSwitch

DPDK (Data Plane Development

CraHpapTHasa peanusauus (6aamc — :::B)nycm-laﬂ
CNOCOBHOCTL)
9.6 Gbps 19Gbps
110K 170K
4M 4M

MpousBoanTenbHOCTbL — ¢ npuMeHeHnem SRIoV

CranpgapTHas peanusauus

DPDK (Data Plane Development
Kit)
(6a3unc — 6anaHcupoBaHue
Tpadomka)
9.6Gbps
170K

4M

DPDK (Data Plane Development Kit)

9 Gbps 20 Gbps
110K 235K
4M 4M

MpousBoauTenbHOCcTb — ¢ npumMmeHeHnem PCl-Passthrough

CTaH,D,apTHaﬂ peann3auuan

DPDK (Data Plane Development Kit)

9 Gbps 20 Gbps
80K 240K
4M 4M

[aHHble npuBegeHbl OTHOCUTENIbHO CUCTEMBI:
* VMware ESXi-6.0
* CPU: Intel® Xeon® CPU E3-1285 v4 @ 3.50 GHz (4 cores @ 3.50 GHz)
- vBlade: 4 vCPUs, 8 GB RAM
* vController: 8 vCPUs, 8 GB RAM
o °*1vBlade with 2 ports deployed

IXia

A Keysight Bt

usiness




BPS-VE - ®AKTbI

Component
List

o

OFFICIAL
LICENSED

PRODUCT

A,

VMware ESX 5.5

Session Sender KVM over Cent0S 6.5, 7.0  Centralized or Local
AppSlm IPv4/IPv6 hosts KVM over Ubuntu 14.04 LiCGﬂSing Server
ClientSim LTS
Security External Hosts OpenStack Subscription Licenses
Security NP Deployment & |
Stack Scrambler Virtual Routers Discovery Tools PR LpgEhies
DDoS OVA support , . _
Recreate VLAN Flexible Licensing
Routing Robot vChassis with VM cards (floating)
RFC 2544 Lab DHCPv4 distributed across multiple
Lawful Intercept Lab physical hosts Performance based with
Multicast Lab _ one 1/10 Gbps as
vBlades Wlttrl]'a8fEiF():ortS for test license unit

e 2
<52
<2

Frequent Updates
Every 2 weeks

Real Attacks
6,000+ exploits
35,000+ malware
180+ evasions
DDoS and botnets

Real-World Apps
300+ applications
Web, Mail, Social,
peer-to-peer,
voice, video
enterprise apps

L |
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BPS-VE 8.40 — TABJIMLA ®YHKLUMNOHAIA

Network Neighborhood BPS Test Component

Breaking Point

IPv4/IPv6 Static Hosts v Application Simulator v :
. . . Session Sender v
IPv4/IPv6 External Hosts v Client Simulation v |2l
VLAN 4 Security v RFC 2544 Lab v
IPv4/IPv6 Router v Security NP 7 Multicast Lab v
DHCPv4 (client/server) v Session Sender v Lawful Intercept v
IPv4 DNS v Stack Scrambler v Lab
Device Validation
L v
IPv6 DNS v 38Ld/T S o o Lab NS
IPsec IKEV1/IKEV2 NS ardware-based packe SW 1GB MultiBox teSting NS
% capture N
LTE (IPv4) Impairment NS Resiliency Score NS
LTE (IPv6) NS Bit Blaster v Datg _Center -
6rd NS : Resiliency
Routing Robot v LTE Lab -
DSLite NS E——— 7 d
: DDoS Lab v
DHCPVG6 (client/server) NS SCTP v

IPV6 SLAAC NS | 73 See disclaimer on slide 2 of this presentation iXia
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IXla

BreakingPoint

BreakingPoint Cloud aBngaetcs SaaS nnatdopmon kubepbesonacHOCTU o
A ErS

NO3BOMNSAOLLEN MOAENNPOBATL YA3BMMOCTU U BEKTOPLI Yrpo3. PEOPLE

PROCESS
AHanuanpyet Bally obna4vnHyto unm rmbpugHyto IT 6ezonacHOCTb, YTOObI TECHNOLOGY

Bbl MOITIN 3apaHee NMpnHATb Mepbl AJ14 YKpernineHnAa CBOUX KPUTUHECKNX

yYaCTKOB.
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BPS-VE - 3TO YOOBHO

INlerkun poctyn kK BPS TexHonornam:
« [locTynHas Touka Bxoga AN HaunHaroLWmx nonb3oBarTenem
* [lognucka OPEX ocHoBaHa Ha cyuwectByowmx IT npoekTax
* YnyJlweHHoe nuueH3npoBaHme B nuHenke 1Gbps

'MGKoe n npocToe pa3BepTbiBaHUE

KputnuHo ansa tectuposaHus NFV

Elasticity to build test beds at any scale, at any time, anywhere
 MacwTtabupoBaHue B pamkax 1/10 Gbps
* YpobHas Mmogenb NUUEH3UPOBaHUS

« MoXHO pacnpedensTb NULIEH3UN NO rpynnam norib3oBaTenemn
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BREAKINGPOINT B AWS
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BREAKINGPOINT B AWS

* [MBKOCTb N MOLLHOCTb NMNANPYIOLLIETO MPUMOXEHUSA B
obnactu kmbepbesonacHoCTn cenyac goctyrnHa Ha AWS
* Bbl MOXeTe MCNONb30BaTh CYLLECTBYOLWME NNLIEH3NN

* 1Gbps ypoBHSA NMULEH3NPOBaHUS
* 10Gbps ypoBHSA NULEH3NPOBAHUS

aMmaZon

* Bbl MOXETE NEePeHECT CBOM METOAMKM B 0BNaYuHyo webservices™
nnatgopmy
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PASBEPTbIBAHUE B AWS

» BreakingPoint Amazon Machine Images (AMls)
poctynHbl B Community

» OToenbHble AMIs ana System Controller n
vBlades

* [1pocTo nwKnTe no crosy Ixia

« BapuaHTbl pa3BepTbiBaHUA
* Bpy4yHyto (4epes EC2 Launch wizard)
» Uepes opkectpauuto (CloudFormation

Templates)

» vBlades aBTOMaTn4ecku nogkntoyartcs K
Controller

» Uepes nonHyto astomartmsaumo (AWS SDK
scripts)
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Virtual Private Cloud - 10.0.0.0/16

Private Subnet 1 - 10.0.1.0/24 (Test Traffic)
il Public Subnet 'EC2 Instances | {system Under Test
(Management) | Running BreakingPoint | ! Auto Scaling Group

10.0.0.0/24 i Virtual Blades
]

BreakingPoint
vBlade-12

BreakingPoint
vBlade-02

BreakingPoint
vBlade-01

Kemajeo) j8uiaiu|

BreakingPoint
System

|
|

Controller : c3
|

Private Subnet 2 - 10.0.2.0/24 (Test Traffic)




MCNOJNIb3YUTE CBOU NNULEH3UN

 All-inclusive nnuueH3nsa oTkpbIBaeT BECb OYHKLMOHAnM

* Bce BbIxogsiLme HoBble beHKLl,l/II/I AOCTYIMNHbl B paMKaXx JIMLEH3NU

o Tunbl INLEH3UN:

1G-Funtional Tier — 939-9600 10G-Performance Tier — 939-9610
o 1Gbps of throughput o 10Gbps of throughput
o 2M concurrent Superflows o 20M concurrent Superflows
o Single security and security NP component o Two security and security NP component

© 2017 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 79 IXIa
A Keysight Business




OAHHDBIE MO MNPOU3BOAUTEINIBHOCTMU
[MTpumepbl K BPS Ha AWS

R4.4xlarge

R4.4xlarge

R4.4xlarge

M4.16xlarge

M4.16xlarge

M4.16xlarge

Throughput (HTTP) - unidir

Throughput (HTTP) - bidir

Throughput (SSL) MTU 1500

Throughput (HTTP) - unidir

Throughput (HTTP) - bidir

Throughput (SSL) MTU 1500
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AppSim

AppSim

AppSim

AppSim

AppSim

AppSim

3.8 Gbps

5.2 Gbps

2.5 Gbps

4 Gbps

6.2 Gbps

2.4 Gbps

5.35 Gbps

8.5 Gbps

5 Gbps

5.3 Gbps

7.75 Gbps

3.6 Gbps

Elastic Network
Adapter (ENA)

Elastic Network
Adapter (ENA)

Elastic Network
Adapter (ENA)

Elastic Network
Adapter (ENA)

Elastic Network
Adapter (ENA)

Elastic Network
Adapter (ENA)
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OAHHBIE MO NPON3BOAUTEJIBHOCTW

[Mpumepbl K BPS Ha AWS (npogonxeHune)

|3.8xlarge Throughput (HTTP) -
unidir

|3.8xlarge Throughput (HTTP) - bidir

C4.4xlarge Throughput (HTTP) -
unidir

C4.4xlarge Throughput (HTTP) - bidir

C4 .4xlarge Throughput (SSL) MTU
1500
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AppSim

AppSim

AppSim

AppSim

AppSim

5.3 Gbps

7 Gbps

4 Gbps

4.5 Gbps

2.5 Gbps

7.5 Gbps

9.9 Gbps

4 Gbps

4.5 Gbps

2.5 Gbps

Elastic Network
Adapter (ENA)

Elastic Network
Adapter (ENA)
SR-I0V
SR-I0V

SR-I0V
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BPS 8.50 TABJIMUA ®YHKLULUWOHAIJIA HA AWS
Hetwork Noighborhood | 8PS Testcomponent |____

IPv4/IPv6 Static Hosts Application Simulator (1) HexoTopbIG aTak MOryT 64T
IPv4/IPv6 External Hosts v Client Simulation v 3aGrioknpoBaHsl AWS
VLAN NS Secu r|ty v (1 ) (2) HekoTopble HeKOpPpeKTHble naTTepHsb IP
IPv4/IPv6 Router v Security NP v (1 ) :Aii;((a;)l:erchiin;()acmmu c AWS (Tpacuk
DHCPv4 (Clientlserver) NS Session Sender Y (3) AWS T1pebyeTt 4T06LI BPS ncnonb3osan
IPv4 DNS/IPv6 DNS v Stack Scrambler v (2) MAC appeca: oTHoCALeon K
NHTEe encam, C KOTopbIX nponcxognT
IPsec IKEV1/IKEV2 NS SSL/TLS v paccEmKa Tpaduika. PR §
LTE (IPv4) NS Packet capture SW 1GB
LTE (IPv6) NS .
6rd - Impairment NS
bsLite NS glctli:iSteRrobot Li Nf d
imite
DHCPV6 (client/server) NS J — |
Replay without
IPv6 SLAAC NS Recreate o
modification (3)
SCTP v

BreakingPoint Labs NS
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NNOKAJIbHOE TECTUPOBAHMWUE

PassepTbiBaHne BPS
BHYTPU CETH

e TecTMpoBaHue yCcTpomncTea

| Unified Threat Management (UTM)
no metoanke Two-Arm e apsty 100185
e [locTaToO4YHO pa3BepHYTb P —
vController n vBlade c SIm | e
NBYMS UHTepdencamm e

BehaviorOnTimeout:  Skipped

Report Name:
Firewall Report
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P“tZNeMk:lSZlSB 51.0/24

 Port 1 Network: 192. 168.50. Df24
 Port 1 DUT IP:192. 168.50.
Pu’t!kﬂss 192.1685)3-192.168&54

Min: 192.168.50.3
Max: 192.168.50.254

Port 2 DUT IP:192.168.51.1
Port 2 Ixia IP:192.168.,51.2
Port 2 Ixia Network: 10.0.0.0/8

Min: 10.0.0.1

Max:

10.255.255.254
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MOCTPOEHUWE OBJIAKA AMAZON

* 16 permoHoB No Mnpy
e 1-3 30H OOCTYMHOCTU B KaXXQOM permMoHe

* BO3MOXHOCTb onepupoBaTthb
COOCTBEHHBIMU KaK BHELLHUMW TaK U
BHYTPEHHUMW agpecaunsimu,
MapLupyTu3aumen

* API, CLI, VPN, pasrpaHndeHHbIN OOCTYN

» besonacHbI 4OCTYN K COBCTBEHHLIM
pecypcamM C BO3MOXHOCTbIO LLapuHra
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e

i S f"'\‘
b |
I |

I l

I l

I Instance |

| Security Group 1

I l
SR I K T
I a— ] !
I |

I l

I Root |

1 Amazon EBS l

- r ----------------------------------- r-ﬂ-‘

T

Internet

Private key
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BPS B OOHOM PEITMOHE

Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your in

Q ixia
« PasBepTbiBaeTCA NPAMO U3
Quick Start (0)
Amazon market o |
My AMIs (0) Ixia BreakingPoint vBlade 8.50 - ami-028b91ae0db9505f7

>

Virtual Blade for Ixia BreakingPoint v8.50.22.340495.35

[ AWS Marketplace (3)
B p e M ﬂ p as Be pT bl Ba H M ﬂ Root device type: ebs Virtualization type: hvm ENA Enabled: Yes
Community AMIs (12)
H eCKon b KO M I/I H yT Ixia Virtual Test Appliance 8.50 EA - ami-03980faee0e08b226

Ixia Virtual Test Appliance 8.50 EA

>

¥ Operating system

° ,D,J'IFl KOMMYTaunn oCTtato4v4HO ) Amazon Linux

.’- Root device type: ebs Virtualization type: hvm ENA Enabled: Yes
["1Cent OS \l
D'O6a B |/|Tb VC 0 ntro | | e r |/| V B I ad e | Debian @ A Ixia BreakingPoint System Controller 8.50.100 EA - ami-058c3ba8694c23cel
"1 Fedora 0 B System Controller image for Ixia BreakingPoint v8.50.100 EA
B Apyr-apyry B ACL  Gentoo 3 | i
Root device type: ebs Virtualization type: hvm ENA Enabled: No
["lopenSUSE o
() Other Linux ) A Ixia BreakingPoint System Controller 8.50 - ami-07eaad39cbd06d836
"1 Red Hat ! -
1 SUSE Linux ; System Controller image for Ixia BreakingPoint v8.50.22.340495.35
[ Ubuntu @ Root device type: ebs Virtualization type: hvm ENA Enabled: No
) Windows ay
A Ixia Developer for CloudLens Lab Insight 2018 - ami-Obddf564
¥ Architecture -
Updated Ixia Developer to support CloudLens for Insight 2018
["132-bit (x86)
1 64-bit (x86) Root device type: ebs Virtualization type: hvm ENA Enabled: No
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OETAJIN PASBEPTbIBAHNA ONE REGION

Paamep BupTyanbHon MmawuHbl ans vController - t2.small nnn 6onbue (y Hac t2.1arge)

Pasmep BupTyanbHom malwunHbl ans vBlade - t2.xlarge nnu 6onbue

[MepBbin NHTEPdeNC vBlade — MeHeIKMEHT, NyOoNUYHLIM adpec eMY HE HYXXEH

[nsa Heckonbknx nopToB Ha vBlade gobaensaem gononHuTenbHble NHTEPdENChl Yepe3 Amazon
GUI

« [na goctyna k vController goctatodHO OTKPbITE AN14 Balwero BHewHero agpeca HTTP (TCP443)

» [Ina kommyTtaumm vBlade k vController Heobxogmnmo nx gobasute apyr Kk apyry B Security Group u
KOMMYTUPOBATb N0 BHYTPeHHMM agpecam (Private IPs)
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BPS C PACNPEOENEHUWEM NO PETUOHAM

° PasseprlsaHme TaKoe XKe He CJ10KHO€Ee, KaK B O4HOM permoHe

* B HYyXXHbIX HaM permoHax nogHMmaem gonosiHuTenbHble vBlade v yctaHaBnmBaem
coeanHeHus ¢ vController
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OETAJIN PASBEPTbIBAHUA DISTIBUTED Ne1

Mol xotum D — Distribution. INo ymonyanunio Amazon Boigensiet S Elastic IPs Ha perMoH — mbl
XOTUM OOoSibLLe 1 NMuLeM 3anpoc B cannopTt

Anpeca gobaenstorca K vBlade napamu: npuBaTHbIN-NYONNYHbIN, BCE NX HY>XXHO NponucaTb B
Neighborhood

Amazon ncnono3dyet NAT 181, Ho BPS Tak vBlade Ha nogkrnitovaet

Hy>Ho ycTaHaBnueaTtb Yepe3 VPC nMpuHroBble COegUHEHNA MeXOY permoHamu

VPC-ceTn B permoHax He AOJTKXHbI NepeKkpbiBaTbCA!
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OETAJIN PASBEPTbIBAHUA DISTIBUTED Ne2

B Security Groups vBlade u vController nobaBnsem cabHeTbl Apyr Apyra

« vController u vBlade gormxHbl «BUAETb» Apyr Apyra no scem noptam (1 ICMP)
» KpanHe xenartenbHO gaBaTtb NOHATHbIE OEeCKpUNLEHbl OObEKTOB

* Ha meHemxkmeHT-nHTEpPdence vBlade Elastic IP (nybnnyHbin agpec) He HyXeH

* He Hy>XHO gepXxaTb Npo 3anac He NnoAknYveHHble K MHTepdency Elastic IPs - ato ctout
OONONMHUTENbHbIX AEHEr

* He 3abbiBaem npo ACL (Security Groups) v Bce Bxogsiime coegnHeHns genaem TosrbKo angd
cebs

 [Naposnb no ymonyanumo Ha BPS admin:admin ny4yiue Bce-Taku CMEHUTb
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UTOrI

* PeweHuem BreakingPoint no TectnpoBaHuio CUCTEM 3aLLUNTbI MOXHO UCMOSb30BaTh Yepes CeTb
NHTepHeT ana cosgaHna pacrnpeneneHHON CrIoXHOW Harpy3ku

* PeweHne npocTo B pa3BepTbiBAHUU, UCMOMNb30BAHUN U MacLUTabnpoBaHnm

« XOpOLLO NOOXOAUT B KAYEeCTBE NMHCTPYMEHTA NepnoamnYeCcKoro KOHTPOss 3a COCTOSIHUEM MONUTUK
3alWnThI

° r|O,El,p06HbIe OTHETbI NO pe3yribTataM TeECTUPOBaAHNA CO BCEX TOYHEK

« MOXHO Mcnonb3oBaTh MMEHHO Koraa 3To HeobxoaMmo
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BREAKINGPOINT HA AZURE
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BREAKINGPOINT HA AZURE

* [MBKOCTb N MOLLHOCTb NMNANPYIOLLIETO MPUMOXEHUSA B
obnactu kmbepbesonacHoCTn cenyac goctyrnHa Ha AWS

* Bbl MOXeTe ncnonb3oBaTthb cyuiecreyroine JfimbueH3Inun

* 1Gbps ypoBHSA NMULEH3NPOBaHUS
* 10Gbps ypoBHSA NULEH3NPOBAHUS

* Bbl MOXeTe NnepeHecTn CBON METOAUKN B OBSIavyHyto
nnatgopmy

* PeweHune cenyac B ctTagnum UCnbITaHUN, HO BO3MOXHO K
MCMOMb30BaHUIO

© 2017 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 92

H Vicrosoft
Bl Azure

A Keysight Business




PA3SBOPAYUBAHUE HA AZURE

« BPS Azure Virtual Hard Disk Images (VHDs)
« System Controller VHD ans Hyper-V
+ Virtual Blade VHD gns Hyper-V

« BPS BapuaHTbl pasBepTbiBaHUS
* BpyuHyto (4epes3 Azure Portal)

» Yepes opkectpaumnto (Azure Resource Manager ARM
Templates)

» vBlades aBTomaTmnyecku noagkntodarcsa kK Controller

» Uepes nonHyto aBtoMmaTtusaunto(Azure PowerShell
scripts)
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MCNOJNIb3YUTE CBOU NNULEH3UN

 All-inclusive nnuueH3nsa oTkpbIBaeT BECb OYHKLMOHAnM

* Bce BbIxogsiLme HoBble beHKLl,l/II/I AOCTYIMNHbl B paMKaXx JIMLEH3NU

o Tunbl INLEH3UN:

1G-Funtional Tier — 939-9600 10G-Performance Tier — 939-9610
o 1Gbps of throughput o 10Gbps of throughput
o 2M concurrent Superflows o 20M concurrent Superflows
o Single security and security NP component o Two security and security NP component
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BPS 8.50 TABJIMLUA ®YHKLUUOHAIJIA HA AZURE (BETA)

Network Neighborhood - BPS Test Component _

IPv4/IPv6 Static Hosts
IPv4/IPv6 External Hosts v

VLAN NS
|IPv4/IPv6 Router v
DHCPv4 (client/server) NS
|IPv4 DNS/IPv6 DNS v
IPsec IKEV1/IKEv2 NS
LTE (IPv4) NS
LTE (IPv6) NS
6rd NS
DSLite NS
DHCPvV6 (client/server) NS
IPv6 SLAAC NS
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Application Simulator

1) HekoTopble ataku mMoryT 6biTb

Cllent Slmulatlon v 3abnoknpoBaHbl Azure
Secu rlty v (1 ) (2) HekoTopble HEKOPPEKTHbIEe naTTepHsbl 1P
Secu rlty NP v ( 1 ) :Ail;::l:erchiin;()aCTMMbl ¢ Azure (Tpaduk
SeSSion Sender 4 (3) Azure TpebyeT uTo6bI BPS ncnonb3osan
Stack Scrambler v/ (2)  WMAC aspeca, otHocsmecs K
SSLTLS o e e e
Packet capture SW 1GB
Impairment NS
Bit Blaster NS
Routing Robot Limited
Recreate v Re'[.)lay. without

modification (3)
SCTP v
BreakingPoint Labs NS
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CNACUBO

7.10.3 : Frame Data

— Transmitted
— Received

6§ 7 8 9 10 11 12 13 14 15 16 17 18
Timestamp (Seconds)

ey nitted

19 20 21 22 23 24 25 26 27 28 29 30
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