NMPOIrPAMMA
09:30 -10:00 Perucrtpauns n yTpeHHuUn kogoe

10:00 - 10:30 TllpencraeneHue komnaHmn Ixia. O630p peLueHnn.

10:30 -11:00 Hosble annapartHble NPOAYKTHI IXia Ana TecTMpoBaHUSA

11:00 - 12:00 PeweHuns onsa knbepbe3onacHOCTN U TECTUPOBAHUS NPUSTOXKEHUN.
[TpMepbl NpakTUYeCKoro Ucnosib3oBaHud. [leMoHcTpaumd

12:00 - 12:20 [lepepbiB

12:20 -12:40 Cetn SDN/NFV — yBepeHHOe BHEOpPEHME N SKCNITyaTauus

12:40 -13:00 O0630p pelweHun anga mobuneHoro onepatopa. TectupoBanme 4G/5G

13:00 - 13:40 PeweHna no odbecnevyeHnto BUANMOCTU CETEN

13:40 - 14:10 Ixia n nybnnyHble obnaka

14:10 -14:30 O6cyxaeHne. OTBETHI Ha BOMNPOCHI

INlotepes! ©
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O KOMIMAHUUN WU

IXIA  «ratkun os30P

A Keysight Business NMOPT®ONNO PELWUEHUW




nobanbHble 4OCTUXEHUSA

ObGoport

$4

MUJTTTMAPOA

NCTOPUA IXIA

OcHoBaHa: 1997 mobanbHbIX

Ha ounpxe: XXIA KINUeHTOB
[MTokynKu:

- 2009 Catapult Comm.
- 2009 Agilent N2X

- 2011 Veriwave

- 2012 Anue Systems

- 2012 BreakingPoint

- 2013 Net Optics
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IXIA + KEYSIGHT

bonee 75 neTt nuaepctea n MHHOBaALUU

1939-1998 Hewlett-Packard

A company founded on electronic measurement innovation

teee 1999-2013 Agilent Technologies
Ea-aN Spun-off from HP, Agilent becomes the world’s premier measurement company
KEYSIGHT 2014 Keysight Technologies
TECHNOLOGIES Focused singularly on electronic design and measurement solutions
IXIAQ | sz 2017 IXIA BxoanT B cocTaB Keysight, coenka $1.6 mnpa
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PELWWEHWA ONA BCEX TUNMOB 3A0AN

B Ixia B Anite

¥ ® = W

COMPONENTS & DEVICES BASE STATIONS HYPERSCALE AND ENTERPRISE
CHIPSETS DATA CENTERS

" Keysight Classic

Layers _ Mobile Network
2.7 Mobile Test
Device
Test

Network Test, Visibility and Security

Customer Experience
Management

Electrical, Optical and Wireless Test

Layer 1 Channel Emulation
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N3 crnmcka

74 Fortune 100
n3 top 50

45 OﬂepgTODOB

1 5 n3 top 15
pa3paboTynKoB

Industry-first ATl security solution
Industry-first virtual tap
Industry-first 400GbE test solution
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Enterprise

Carriers/

Service Providers H
Ll webservices

Customer
Focused
Innovation




FPYMMbl PELWWEHUA IXIA

R_T »
« -

|(¢\|

Big Data

Network Network
Design VISIBILITY. Rollout

SECURITY

Network Operations
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PELUEHUA
IXld TESTING (NTS)

A Keysight Business



3AYEM TECTUPOBATbB?

 [1ponsBoguTens OU3NYECKN HE MOXET
npoTecTUpoBaTb BCe BapuaHTbIl KOHUrypauum

* Y Kaxaoro KrnneHta ceoun npocgpunb Tpadpuka n
OCOOEHHOCTU MHAPACTPYKTYPHbI

* [louyTn Bcerga npoun3BoaunTeriemMm nNpegocTaBJIAKOTCA
MapKeTUuHroebie Ll,I/I(bpbl, NnoryyvYeHHbIE B
oripeaesieHHbIX YCI10BUAX

 [logbop peLleHnin B NPOEKT MO HENPOBEPEHHLIM
LUuppam MoXeT nNpuBecTu K yobiTKkam (!)

« 3aKynka pelueHun 6e3 NoHMMaHnA peanbHON
NpPOnU3BOANTESNIBHOCTU U 9P EKTUBHOCTU NMPUBOAUT
K YaCTbIM aBapusM U OTTOKY aOOHEHTOB

* A Bbl OyoeTe nonb3oBaTbCs NPOOLIEMHbIM
cepsucom ? ©

System Under Test
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OTAIN: SAKYINKA U BHEOPEHWE

« dopmMMpoBaHMe KOpNnopaTUBHbIX METOAUK U
cTaHOapToB

* BbisiBNneHne peanbHbIX XapakTepPUCTUK
NPOn3BOAUTENBHOCTU U onpeaeneHne ny4llero
COOTHOLLEHUS LleHa/MOLHOCTb-(pYHKLIMOHA

° I'Ionyqul/le AONOJTHUTEJIbHbBIX CKUAOK 3a CHET o o @ 00
NnoBblLLEHNA KOHKYPEHLUUN

* TexHN4YeCKM KOHTPONb npouecca 3aKynok u
opraHusauus npo3padvyHoro npouecca otbopa
NOCTaBLUMKOB MO eAUHOWN METOAMKE TECTUPOBAHUSA

« OTnagka apxuTekTypbl, KOHUrypauum go
YCT@HOBKWN Ha XUBYIO CETb — UCKITHOYEHUE KPYMHbIX
aBapuu n npocTtos busHeca
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OTAIN: SKCMNNYATAUUA

[MpeabsaBrneHne apryMmeHTUPOBaHHbIX TpeboBaHUN
NpOn3BOAUTENIO/NOCTABLUUKY MO YCTPAHEHUIO
aoedekToB B 3aKynneHHOM obopyaoBaHMm

BbicTpoe pelueHue KOH(NUKTHbLIX CUTYauun nytem Y =HEE
~ "EL

pearbHbIX U3MepeHuit ﬁé i e my
MpoBepka coXpaHeHUA YPOBHS z ‘ Iﬂ‘l!".”‘.
NPOU3BOAUTENIbHOCTMU MNocre N3MeHeHUs
KOHJourypaumm n nporpamMmmHbiX OOHOBNEHNN - -~ g '
[NpoBepka QOE n kayecTBa oka3biBaeMbIX yCNyr Ha ¥ 4

Sl /"

NOCTOAHHOW OCHOBE (aKTMBHbIN MOHUTOPWHI)

OpraHusaymsa TecToBOU fnabopatopum a4 peLleHus
BHYTPEHHMX 3ada4y 1 O119 BHELLHNX 3aKa34nKoB

Bo3MOXHOCTb ObICTPO OKYNUTb CTOMMOCTb TECTOBOIO
KOMMMNeKca Ha okasaHum NnpodeccruoHanbHbIX YCyr
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OTAN: PASBUTUE CETU N CEPBUCOB

* UcknroyeHune “y3KUX MeCT”’, NOCTPOEHME
TOYHOrO nfiaHa pa3BUTUSA B COOTBETCTBUU C
POCTOM cnpoca n aboHeHTCcKon 6a3bl

 ToyHOe onpenerieHne UHBECTULMU MO
pes3ynsraramM TECTOB

* /IckntoveHne cepbe3HbIX PUCKOB NP MUrpaLmnu
Ha HoBble TexHornorum SDN/NFV, BHeapeHne
BUpTyanusauymun, noctporika LIOL v npoyune

* NMpoBepka QOE HOBbLIX CEPBUCOB U UX BITUAHUS
Ha CYLLLECTBYOLLME NPUITOKEHUS

* BbicTpoOe n 6e3dboneaHeHHOe BHeapeHue,
MUHMMN3aLNS BPEMEHM NPOCTOA Dn3Heca nocne
“‘anrpenga”
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OTAN: OBYHYHEHUWUE U TPEHUPOBKA

TpeHWpPOBKa B M30NMPOBaHHOW cpeae Ha
MOZENbHbIX CETSAX B MabopaTopHbIX
yC JTIOBUNAX Data Retention Data Retention

* PeanbHble cLeHapuu, NPOTOKOSbI U TpaduK

Network
Infrastructure

Application

Green Team Infrastructure

« OTTaumBaHne HaBbIKOB OENCTBUS B
aBapuUMHbIX cuTyauumax B naboparopumu

 [lpoBepka CKOPOCTU peaKkumMm nepcoHana
Ha aTaku / aBapumn, Hanpumep DDoS Ha Red Team
XUBYIO ceTb (TpebyloTcs cornacoBaHms co
BCEMU y4aCTHUKaMMU) o

« CyberRange — opraHusauus
KnbepnonuroHa n TpEHNPOBKN LIMCOPOBLIX
oonuoB
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AMNMMAPATHAA NMNATPOPMA

MoaynbHaqa nnatgopma

XGS2-HSL, 2 slots
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[epBoe 1 camoe MOLLHOE peLleHne Ha
PbIHKE

12 nnn 2 cnora
MHorononb3oBartenbckaga cpeaa

HW SSL n IPSec

Line-rate L4-7 npunoxeHnsa + DDoS Ha
OLHOM moAayre

2.4 ToOuT/c Ha waccu
[MopTtbl 1/10/25/40/50/100/400G

A Keysight Business




PerfectStorm ONE

[TopTaTmBHbIKN appliance AnNa TecTupoBaHUA KOMMNJIEKCOB CETEBOU 3aLLUTHI

10} RS232 smmmn.  LAN-
‘ USB
L] -~

g lgls28lxdglstsl

IXlAd

PerfectStorm ONE

8-ports of 1/10GE with the SFP+ interface

10} RS232 LAN-5F
. uUsB -
. - = m K

§ QSFP ., G QSFP

;| .
S5&& & &
LN J LN

IXilad

PerfectStorm ONE

2-ports of 40GE with the QSFP+ interface
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BUPTYAJIbHbBIE TECTOBBbDIE NMOPTbI

vController

BPS « [lo 12 vBlades n go 96 vPorts

BPS vBlade

vController

 vBlades MoryT HaxoanTbCs Ha pa3sHbIX XOCTax
- 8vCPUs, 8 GB RAM, 110 GB HDD

vBlades
« OT 2 oo 8 TecToBbIX NOPTOB

* ImeeT 1 nHTEpdenc ynpasneHnd

* PexomenpgoBaHo 4vCPUs, 8 GB RAM, 14 GB HDD
- 1vCPU/2 GB RAM (performance & scalability = low)
« 2vCPU/4 GB RAM (performance & scalability = medium)
« 4vCPU/8 GB RAM (performance & scalability = high)

PasBopaynBaHue
 [lpumeHsieTcs MmacTep Anga ObICTPOro passopadnBaHns
* bbICTpble anrpenabl NPOLWMBOK U 6a3 aTtak/NpunoXXeHnm
e « Static IP unn DHCP mexay vController u vBlade
« REST API aBTOMaTtu3auma TeCToB 1 OpKecTpaumd

Lab Mgmt
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TECTUPOBAHMUE L2-3

IXia
Xia ixia 3< 0 Site2
- -
A - > -
DUT
CE < / PE
IXia IXia
VPN 2 < P \ <
Site 1 IXia
CE PE \ >< . VPN2
Site 2
CE
v Harpy3souHoe TecTupoBaHue control plane u data plane
V' Cumynaums macluTabHbIX Tornonoruii u Tpaduka nosepx H1x ot 100M go 400G
v' KommyTaums, mapLupyTtusaums, Broadband, MPLS, SDN, cuHxpoHusauus, Carrier Ethernet, TSN (Time sensitive
networks), NPoOMbILLMEHHbIN N aBTOMOOUNbHBIN Ethernet
v BbICTpas KoHUrypaums, Mactepa, rotoBble TECTbI U TOMOMNOru
v AnnapatHasa nnatdgopma + BUpTyanbHble TeCTOBble NOPThl
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TECTUPOBAHWUE HA YPOBHE NPUNTOXEHUI

- - Ixia Emulated Servers

E L
=2 :
hulu € €
€ ¢
EE

W\

W\

Device or Network
Under Test

—
—
—

('] Tube)

( Web, V0|ce Video, Storage, IPsec, 4G/5G )

p——r —

Harpy3ouyHoe TecTupoBaHue ¢ oueHkon QoE B peanbHOM BpeMeHU
CKBO3HOE TeCTUpoBaHUE B OM3MYECKON N BUPTYarbHbIX cpegax
OMYNSALMM NOMHOrO CTeka NPOTOKOMOB — TecThbl Yepes npokeu, NAT v gp
eHepaums 60NbLLIOro Yncna KIIMEHTOB Ha pearibHbI CEPBUC
AMyNAUMS ANHAMUYECKOro NoBeaeHNS Nonb3oBaTenen

NN NN
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TECTUPOBAHWUE CETEBOW 3ALUNTDI

BreakingPoint

Client Side Simulation Device or Network Under Test Server Side Simulation Client-Side Simulation Only Server or Service Under Test

Malicious Traffic

\ Malicious Traffic Malicious Traffic y

Ixia BreakingPoint
Test Equipment

Legitimate Traffic Legitimate Traffic Legitimate Traffic

_ Ixia BreakingPoint
Test Equipment

v' PeanbHblii NerMTUMHBINA Tpaduk + ataku: Bupyckl, DDoS, TposiHbl, botnet, malware
v YHUKanbHOE cofepXaHue 1 MOEeHTUPUKATOPbI B KaXOoN ceccum

v/ BblcoKasi NpOVU3BOAMTENbHOCTb C annapaTHbIM yckopeHnem SSL/TLS

v/ BbISICHEHME pearnbHON NPON3BOANTENBLHOCTU U 3MEKTUBHOCTU
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KOHTPOIlIb SLA U AKTUBHbIA MOHUTOPWHT
IxChariot / Hawkeye

On-Prem
Gateway

O Problem areas

MO onga npoBeAeHUs akTUBHbBIX TECTOB Mexay npobHukamu End2End

AnnapatHble (RPi & etc) n nporpammuble npobHukn (Win/Linux/I0S/Android,embedded OS & etc)
TecTbl Tpadpukom L4-L7 — noHMMaHne OCHOBHbIX XapakTepuCTUK KaHarna 3a 30 cek

TecCTbl B py4HOM pexume Unmn no pacnmcaHuio

OTtyeTbl cooTBeTCTBUA SLA

APl pgns nHterpaunun B gpyrme cuctemsl 1 JIK nonb3oBatenemn

AN N NI N SN
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BHEOPAEM HOBbIE TEXHOJIOI'M BE3 CTPAXA

KomnnekcHoe pelueHmne anga ornepatopoB cBsa3u anga tectoB SDN/NFV/SG

""""""""""""" || AppsandSecurty 11 ApplicationDelivery  Mobile Core |
IxNetwork H — ' '
= . vRouter VBNGE Y 1 | 5'%9% VEW DPI ' IxLoad vSBC IPsec GW vIMS |

1 i int I
IxNetwork |, Sreaxingoit | I IxLoad :
VCPE vPE i ! vIPS DDoS ! : vSLB vCDN VvEPC |
1! 1! I

1

|
IxNetwork ! IXLoad . I
! :
|

|
IxNetwork ' 1 IxNetwork | 1 IxNetwork !
bl ; P . -
I . Tests :
I 1 1
L23 VPN even [ o !
Lo I : OpenFlow I
——————————————————————————————————— I
__________________________________ | | RFC 2544 !
! I
1
> IxNetwork Open Elow LS i | RFC 2889 :
S . | RFC 7747 !
= | | !
= | . !
I

A Keysight Business




PELLEHUSA
IXia VISIBILITY (NVS)
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CYTb ONTUMU3ALUNU

Kon-Bo NOPTOB 1 NULEH3UNN, 3arpy>XEeHHOCTb, OTKA30yCTONYNBOCTb
BugnmocTtb 100% Tpaduka, oTcyTcTBME NOTEPDL

SECURITY APPLICATION PERFORMANCE ANALYTICS / MANAGEMENT CLOUD
@IVIPERVA F:i:RTINET A riverbed a <iSevOne splunk> solarwmds‘; vmware Microsoft Azure

#logRhythm S3VVIUS Wace) ¢ ‘#
e DI VIAVE corvil ™ plixer TEF [jencon ° Puppet amazon

Palozllo  “clsco @ FireEye “@ExtraHop ORACLE I docker

3akasuuk

E &Y
()

SiF &) AN

dunnansbl
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THREATARMOR - NMPOCTO QPPEKTUBHO

ThreatARMOR is a threat intelligence gateway. Deploy time: 15 min
Blocks known-bad IPs and eliminates untrusted countries.
Reduces alert fatigue and false positives.

\

Y

\

‘o‘:‘o‘o‘o‘o’o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o‘o E’Ll?°°°‘g‘°‘°‘-°°°°’°J._@

a1 11 -

© 2018 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 24 IXIa
A Keysight Business




TRAFFICREWIND

[lepeHoc mogenu Tpaduka c pearibHON ceTu B nabopaTtoputo

{ NetFlow Exporter

. -
1= i Application & Threat
@ Intelligence Processor (ATIP)

............................................................................

EBreakingPoint
i Live AppSim

Regenerated Traffic

v
o
8 S0

11:30 11:4 12

1:15 1:30 11:45 00 : 12:30 11:0
AR : : .
Production Network Traffic 1l/\l| jl'_rafflEc Regeneration in
) l est Environment
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NMPUMEP MOHUTOPUHIA OUT-OF-BAND

SSL Decrypt m

(SecureStack)

Traffic requiring decryption

Threat Intelligence Gateway

(ThreatARMOR)

 |P address identification

upon IP address

* Traffic dropped based
pp —_—, T

Application filtering removes Application
uninteresting traffic ____» |Intelligence
(e.g. allows only Facebook (AppStack)

traffic to pass)

Erp

Network

Packet Broker

(Vision ONE)

Network traffic Firewall

© 2018 KEYSIGHT AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED. | 26

\\A 1 DLP

(&

74

—

JZZN

1

—D
— ) — & — |55

Network Tap

r@

Other tools
BreakingPoint __ . . 0 = TEST
(with TrafficRewind) LAB

T @ Traffic not requiring

Inspection is dropped

Switch Servers

- -
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NMPUAMEP MOHUTOPWHIA INLINE

SSL Decrypt
(SecureStack)

Screen incoming &
outgoing traffic

-

Network traffic Firewall
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Gateway
(ThreatARMOR)

IPS
AN

\
— N — N — > —

Threat Intelligence

WAF Other tool

6 R

@ Network

Analyze data for
security threats

Packet Broker
(Vision ONE)

T

—D
-
=

Bypass Switch

Switch

[l

]
=]

Servers

1

- -
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